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This document is structured as follows:

e Section (page|9) presents the proofs of our results concerning possible ranking changes,
e Section (page @ presents the proofs of our computational complexity results,

e Section (page |20) presents the proof that MIQP and MILP formulations of finding the optimal
strategies are equivalent,

e Section (page presents the supplementary figures.



S1 Proving the Possible Changes in Centrality Rankings

Adding e to the network Removing e from the network
Increase v rank  Decrease vf rank Increase v rank Decrease vf rank
Degree 1k (Ga) U X (T02) X (T}2) Yk (Go)
ee (] Closeness &k (Gs) Vk (Gs) 1k (Gs) Ik (Gs)
Betweenness 1k (Ga) Ik (Gs) 1k (Gs) J k (Go)
Degree 1 X (T12) 2 (T4} Gio) 12 (T, Gro) U X (T2)
ee ¢l Closeness X (TB) Uk (TBLGh) 1k (TplGh) U X (1)
Betweenness 1k (Gry Ik (Gy) Tk (Gq) Ik (G
Degree 1 X (12) Y2 (1 Gi) 12 (TH G1) I X (TR)
ee ¢l Closeness k& (Go) VEk (Gs) 1k (Gs) Ik (Go)
Betweenness & (Go) Ik (Gs) 1k (Gs) JEk (Go)

Table S1: Summary of our results concerning possible ranking changes. For any given evader v! € V, we study three
classes of edges: CI , CQT and Q,: , and three centrality measures: degree, closeness and betweenness. For every class and
every measure, we investigate the potential impact of adding or removing an edge from that class on the centrality
ranking of vf. The “ &” (resp. “| k”) mark indicates that the increase (resp. decrease) in ranking can be arbitrarily
large, while the “} 27 (resp. “J} 2”) mark indicates that the ranking can only increase (resp. decrease) by at most two
positions. The “ft X” (resp. “| X”) mark indicates that the ranking increase (resp. decrease) is impossible. The “Tz”
indicates that the corresponding result is formally stated in Theorem x, whereas “G.” indicates that an example of
network where this change takes place is presented as G, in Figure |S_T}

Before presenting the formal proofs of the results in Table let us first introduce the following propo-
sition.

Proposition 1. Let G = (V, E) be a network, let v € V be the evader, let ¢ be a centrality measure, and let
¢t be a class in {CI,C;,C;} Then, the ranking of vt in G according to ¢ can increase (resp. decrease) after
adding to G an edge from ¢t if and only if there exists a network G' = (V, E') such that the ranking of v in
G' according to ¢ can decrease (resp. increase) after removing from G’ an edge from (1.

Proof. Given an edge e € ¢!\ E, assume that after the addition of e to G the ranking of v’ according
to ¢ increases (resp. decreases). Let us denote by G’ the network that results from this addition, i.e.,
G' = (V,E U {e}). Then, removing e from G’ will bring the ranking of v! back to its original state,
hence it will decrease (resp. increase). Proving the other direction of the equivalence statement is exactly
analogous. O

As simple as it may sound, this proposition is very helpful, as it allows us to study only the impact of
adding an edge (as opposed to adding and removing that edge). Before we prove our impossibility results,
let us make two more observations.

Observation 1. For o centrality measure ¢ € {cag,Cci;Cot}, an evader UT, and a class of edges CT €

{CI,C;,C&L}, it is possible that adding or removing edge from class ¢' does not change the ranking of vt
according to c. An example of a network in which this take is presented as Gy in Figure[S1]

Observation 2. In order for the ranking of v’ (according to c) to increase (resp. decrease) as a result of
adding to a network G = (V,E) an edge e ¢ E, at least one of the following conditions must hold, where
' = (V,EU{e}):

1. e(G' vt > (G, o) (resp. c(G',v") < e(G,vT));

2. there exists v € V such that ¢(G,v) > ¢(G,v") and ¢(G',v) < c¢(G',vT) (resp. there evists v € V such
that c(G,v) < ¢(G,v") and ¢(G',v) > (G’ v1));



Figure S1: Networks used to show the possible changes in rankings. The dotted green edges have to be added to the
network to observe the change in ranking. In case there are multiple dotted edges, they belong to different classes
and are used to show different results from Table

3. there exists v € V such that ¢(G,v) > ¢(G,v") and ¢(G',v) < ¢(G',v") (resp. there exists v € V such
that c¢(G,v) < ¢(G,v") and c¢(G',v) > c¢(G',v1)).

Intuitively, the simplest way for the ranking of v' to increase is for the centrality value of ' to increase
(condition . Otherwise, there has to exist a node v that had greater centrality value than v! before the
addition e, and has smaller centrality value than v’ after the addition of e, taking into consideration the
possibility of equal centrality values (conditions |2 and .

With these observations, we are ready to present the formal proofs of the results summarized in Table

Theorem 2. For any node v’ € V, any edge e € CI, and any network G = (V, E) such that e ¢ E, adding e

to G cannot decrease the ranking of v1 according to degree centrality. Moreover, for any e € C;r U C;: and any
G = (V,E) such that e ¢ E, adding e to G cannot increase the ranking of vi according to degree centrality.

Proof. Adding an edge e € CI increases the degree centrality value of vt and the other end of e (let us call
it v) by exactly 1. Since the centrality value of v' increases, condition [1| of Observation [2| does not hold. At
the same time, since the centrality of v increases by exactly the same amount as the centrality of vf, neither
condition [2| nor condition [3| of Observation [2| holds. Therefore, the ranking of v' cannot decrease.
Analogically, adding an edge e € C;[ U Cg increases the degree centrality value of two nodes in V by exactly
1. Since the centrality value of vT does not change, condition [1] of Observation [2f does not hold. At the same
time, since the centrality of the nodes other than v either increases or remains the same, neither condition
nor condition [3| of Observation [2f can hold. Therefore, the ranking of v' cannot increase. O

Theorem 3. For any node vt € V, any edge e € C;r, and any network G = (V, E) such that e ¢ E, adding
e to G cannot increase the ranking of vt according to closeness centrality.

Proof. Adding an edge e € C;r does not change the closeness centrality value of v, since it is added between
two nodes within the same distance to T, and that distance does not change after the addition of e. Therefore,
condition [1] of Observation [2| does not hold. Moreover, since the addition of an edge can only create new
shortest paths, it cannot decrease the value of the closeness centrality of any node in V. Hence, neither
condition [2| nor condition [3| of Observation [2| can hold. Consequently, the ranking of v cannot increase. [



Theorem 4. For any v' € V, any edge e € Cg U C;, and any network G = (V, E) such that e ¢ E, adding e
to G can decrease the ranking of vi according to degree centrality only by at most two positions.

Proof. Notice that in order for the centrality ranking position of vT to decrease by k € N, either the centrality
value of v’ has to decrease, or the centrality value of at least k& other nodes has to increase. Adding an edge
e € Cg U C; to the network does not change the degree centrality value of vf, and it increases the degree
centrality value of only two other nodes (namely the nodes connected with the new edge). O

The proof of Theorem [5] is presented as an example of how to construct a proof of existence for any of
the results in Table [S1| where a network G is specified.

Theorem 5. Let v be a node in V. There exists a network G = (V, E) and an edge e € (I \ E such that
the addition of e to G decreases the ranking of vt according to the closeness centrality. What is more, the
change in ranking can be arbitrarily large.

Proof. Consider the network G depicted in Figure In this network, we have:

o ca(Gr,0") = g,
o ¢ (Gy,a;) = #” for any a; € V,
e ¢ (Gy,b;) = ﬁ for any b; € V,
o c.i(Gy,ci) = e;ki}rn for any ¢; € V,
o ca(Gr,d1) = 7=,
o c.i(Gy,d2) = #ﬂl.

Based on these values, v is ranked second in G according to closeness centrality (only the node d; is
ranked above vT).

Now, let G} be the network that results from adding (dy, ds) (which is an edge in ¢) to the network G.
In this network, we have:
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As such, v’ is ranked on position k + 3 in G’ according to the closeness centrality (all nodes a;, as well
as nodes d; and dsy are ranked above UT). We have shown that it is possible to decrease the closeness-based
ranking of v! by an arbitrarily large number of positions by adding an edge e € C;r. O

We end this section with the theorem showing that, under certain conditions concerning the knowledge
of the evader, it is impossible for them to determine how rewiring even a single edge would influence the
their centrality-based ranking.

Theorem 6. Given a node vl € V, a network G = (V, E), and an edge e € V x V, by knowing only: (i) the
set of neighbors of vt, (ii) whether e € E, and (i) the degrees of the ends of e, it is impossible to guarantee
that the addition of e (in case e ¢ E) or the removal of e (in case e € E) would increase or decrease the
centrality-based ranking of vt when both the increase and decrease are possible.



Proof. According to the results presented in Table both the increase and decrease in ranking are possible
for the following edge-centrality combinations:

adding e € d and the closeness centrality,

—_

2. adding e € CI and the betweenness centrality,
3. adding e € Cg and the betweenness centrality,
4. adding e € Cg and the closeness centrality,

adding e € Q;[ and the betweenness centrality.

ot

Let k, be the value of k set in the network G,. One can easily verify that the following networks from
Figure [SI}—which were used to demonstrate that changes in ranking for the aforementioned edge-centrality
combinations are possible—cannot be distinguished given the knowledge stated in the theorem:

—_

. network G5 and network Gg,

2. network GG and network Gg where ko = kg + 3,
3. network G4 and network G7 where ks = 2k~,

4. network GGz and network G,

5. network G5 and network Gy (same as above).

To put it differently, for each of the aforementioned edge-centrality combinations, there exists a pair of
networks that are not distinguishable given the knowledge assumed in the theorem, where adding edge e of
a particular class increases the centrality-based ranking of the evader in one network, while decreasing it in
the other network. O



S2 The Proofs of Computational Complexity Results

Theorem 7. The problem of Local Hiding is NP-complete given the closeness centrality.

Proof. The problem is trivially in NP, since after the addition of a given A*, and the removal of a given R*,
it is possible to compute the closeness centrality of all nodes in polynomial time.

Next, we prove that the problem is NP-hard. To this end, we show a reduction from the NP-complete
3-Set Cover problem. An instance of this problem is defined by the universe U = {uy,...,u;}, the set of
subsets of the universe S = {S1,..., S}, where for every S; we have |S;| = 3, and a number k£ € N. The
goal is then to determine whether there exist k£ elements of S the union of which equals U.

Given an instance (U, S, k) of the 3-Set Cover problem, let us construct a network, G = (V, E), as follows
(an example of this construction is presented in Figure :

o V={vf, 1} UUs,es1Si} UU,eo{unw} UUZT ™ {aid,

o B={(t,v")} UU, er{(zi, )} UU,,er{(wi,v"), (wi,ui)} UUg, 51 (Si 07)}
UqueSi{(Sivuj)}'

oI >

99999

S3 Uz Uy Us

Figure S2: An example of the construction used in the proof of Theorem E for £ = 2. Some edges are printed grey
for better readability. Green dotted lines correspond to the edges allowed to be added.

Now, consider an instance of the Local Hiding problem, (G, v, b, ¢, d, 121, R), where G is the network we
just constructed, v' is the evader, b = k (where k is the parameter of the 3-Set Cover problem), c is the
closeness centrality measure, § = 1, A = {(t,S;): S; € S}, and R=0.

From the definition of the problem, we see that the only edges that can be added to the graph are those
between ¢t and the members of S. Notice that any such choice of A* corresponds to selecting a subset of
|A*| elements of S in the 3-Set Cover problem. In what follows, we will show that a solution to the above
instance of Local Hiding corresponds to a solution to the 3-Set Cover problem.

First, we show that for every v € V' \ {t,oT} and every A* C A we either have ¢(G’,v) < ¢(G',t) or
c(G',v) < ¢(G',v1), where G' = (V, E U A*). To this end, let D(G’,v) denote the sum of distances from v
to all other nodes, i.e., D(G',v) =}, ey (o} d(v, w). Given that D(G',v) = 6(%7_,71”), we will show that the
following holds:

Voer\ (o} Varc 4 (D(G,0) > D(G',t) v D(G',v) > D(G',v1)).

Let d; denote ), oy d(t,ui) + D g, cgd(t,Si). Notice also that k < m. Table |S2| presents computation of
distances between nodes in G’. Given these values we have that:

e D(G',v") =5l +3m — 2k + 3;
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Pmex dv,zi) Y, ewdv,w) Y, cpd(v,u) > sies d(v,5;)

0 1 2m+1—k+1) 1 21 m
t ]. 0 m + l — k + ]. 21 ZuiEU d(t,uz) ZSiES d(t, Sz)
;2 1 2(m+1—k) 3l L+ cvdtu) mA+3 g cgd(t,S)
w; 1 2 3m+l—k+1) 2(1-1) 1+3(1-1) 2m
w2 >2 3(m+l—k+1) 1+3(1-1) 3(1—1) >m
S; 1 >1 2m+1—k+1) 2 3+3(-3) 2(m —1)

Table S2: Distances between nodes in the graph constructed for the proof of Theorem E

e D(G' ) t)=3l4+m—k+2+dy

°
-

(G'2;) =6l +3m —2k+3+d: > D(G',t);

-

(G",w;) = 8l +5m — 3k +2 > D(G',v");
e D(G',u;) > 9l +4m —3k+2> D(G',vl) as Zsjes d(u;, Sj) > m;
o D(G',S;)>Tl+4m — 2k — 4> D(G",v") as d(S;,vT) >1.

Based on this, either ¢ or v has the greatest closeness centrality, therefore A* C A is a solution to the
problem of Local Hiding if and only if D(G’,t) < D(G’,v"). This is the case when d; < 20 +2m —k+ 1. Let
Ua- = {u; € U : 3g,es5u; € S5 A (1, S;) € A*}. We have that dy = [A*| +2(m — |A*]) 4+ 2|Ua«| +3(l — |Ua+|)
which gives us d; = 31 — |Ua+| + 2m — |A*|. Since by definition |Ua«| < I and |A*| < k, we have that
di <20+ 2m —k + 1 if and only if [Ua-| =1 and [A*| = k, i.e., Vu,cvTs,esui € Sj A (1, 5;) € A*.

Therefore, if there exists a solution to the given instance of the 3-Set Cover problem, i.e., S* C S such
that S* < k and Vy,cy3s,es-ui € Sy, then {(t,5;) : S; € S*} is a solution the constructed instance of the
Local Hiding problem. Moreover, if there exists a solution to the constructed instance of the Local Hiding
problem, i.e., A* C A such that |Us-| = [ and |A*| = k, then we can construct a solution to the given
instance of the 3-Set Cover problem as {S; : (t,.5;) € A*}. We proved that a solution to the given instance of
the 3-Set Cover problem exists if and only if there exists a solution to the constructed instance of the Local
Hiding problem. O

Theorem 8. The problem of Local Hiding is NP-complete given the betweenness centrality.

Proof. The problem is trivially in NP, since after the addition of a given set of edges A*, and the removal of
a given set of edges R*, it is possible to compute the betweenness centrality of all nodes in polynomial time.

Next, we prove that the problem is NP-hard. To this end, we show a reduction from the NP-complete
3-Set Cover problem. An instance of this problem is defined by the universe U = {uy,...,u;}, the set of
subsets of the universe S = {S1,...,S,}, where for every S; we have |S;| = 3, and a number k € N. The
goal is then to determine whether there exist k elements of S the union of which equals U.

Given an instance of the 3-Set Cover problem, let us construct a network G = (V, E) as follows (an
example of this construction is presented in Figure :

o V={vl t,w,w}USUUUUi {z;} UUle{yi}, where o = m2l(m +1+2) and 8 = m2l(k +1+2),

o E= {(t7UT)7 (whwQ)}UUmiGV{(xht)}UinGV{(yhUT)}UUSiGV{(ShUT)? (Siﬂwl)}UUu_jeSi{(Si’uj>}U
Uusev{ui, w)} UU,, o ev {(@i25) UU,, o ev { Wi ui) )

Consider the instance (G,v%,b,¢, 0,
just constructed, v’ is the evader, b =
betweenness centrality measure, § = 1,

R) of the problem of Local Hiding, where G is the network we
(where k is the parameter of the 3-Set Cover problem), ¢ is the

A,
k ©
A={(t,S;):5; €8}, and R = 0.



Figure S3: An example of the construction used in the proof of Theorem |8| for £k = 2. Some edges are printed grey
for better readability. Green dotted lines correspond to the edges allowed to be added.

From the definition of the problem, we can see that the only edges that can be added to the graph are
those between t and the members of S. Notice that any such choice of A* corresponds to selecting a subset
of |A*| elements of S in the 3-Set Cover problem. In what follows, we will show that a solution to the above
instance of Local Hiding corresponds to a solution to the 3-Set Cover problem.

First, we show that for every node v € V'\ {t,v'} and every A* C A we have ¢(G’,v) < ¢(G',t), where
G' = (V,E U A*). To this end, let B(v) denote the sum of percentages of shortest paths controlled by v
between pairs of other nodes in G, i.e.:

= Y Hpelw)iver)

/
w,w’ €V\{v} |H(’LU, w )|

Note that B(v) = W(}(G'7 v). Next, we will show that the following holds:
Voev\{t,o1} ¥ arc 4B(V) < B(t).
Since t controls all shortest paths between the nodes in X and those in {vf, w1, w,}UY USUU, we have:
B(t) > a(B+m+1+3)>mB(m+1+2) + m?l(m+1+2)?

Moreover, since a = m2l(m + 1+ 2), 8 =m?l(k + 1+ 2), and k < m, then a + 8 < 2m2l(m + 1 + 2).
For nodes other than ¢ we have:

e B(z;) = B(y;) =0 < B(t), since the nodes in X UY do not control any shortest paths.

o B(wi) < (a+B+m+2)+"2=0 Ll < 2m2l(m+1+2)+m? +m+ml < (2m2l+m)(m+1+2) < B(t),
because w; controls some shortest paths between w; and nodes in {t,vT} UX UY U S (there are
a+ B+ m + 2 such pairs), some shortest paths between pairs of nodes in S (there are at most m(m-1)

such pairs), and some shortest paths between nodes in U and nodes in S (there are at most ml such

pairs).

e B(ws) < l(l%” +l+ml< ﬁTH + ml < B(t), because wy controls some shortest paths between pairs
of nodes in U (there are at most @ such pairs), some shortest paths between nodes in U and w;

(there are at most [ such pairs), and some shortest paths between nodes in U and nodes in S (there
are at most ml such pairs).



m(m—1

e Blu;)) < (a+p+m+2)+ ) < B(t), because u; controls some shortest paths between wy and

nodes in {t,vT} UX UY U S (there are a + 3 + m + 2 such pairs), and some shortest paths between
m(m—1)
2

pairs of nodes in S (there are at most such pairs).

o B(S) <3(a+B+1+m+2)+1+2(a+B+2) <5a+B+1+m+2) < (10m2l+5)(m+1+2) < B(t),
because S; controls some shortest paths between the nodes in U that are connected to S; and the
nodes in {t,v'}UX UY USUU (there are at most 3(a + 8 + [ + m + 2) such pairs), some shortest
paths between w; and the nodes in U (there are at most [ such pairs), and some of the shortest paths
between nodes in {w;,ws} and nodes in {t,v'} UX UY (there are at most 2(a + 3 + 2) such pairs).

Therefore, either ¢ or v! has the greatest betweenness centrality. Hence, A* C A is a solution to the
problem of Local Hiding if and only if B(t) > B(v'). We now compute the values of B(t) and B(v'). We
have that:

IN(tvuj)|
B(t) =a(B+m+1+3)+ > IN(S;, S5)| (SZ,S + > 2 IN(t,u;)| + [N (vf,u;)| + 1

5:.5;€5: SiEN(t) u; eU\N(S;)
(t,Si)EE/\(t,Sj)GE

as t controls all shortest paths between every pair (x;,v) where z; € X and v € V' \ (X U {t}) (there are
a(B +m + 1+ 3) such pairs), one shortest path between each pair of nodes in N(¢) NS, and the shortest
paths between every pair (v,w) where v € N(t) NS and w € U : N(t) N N(w) # @ (other paths run through
v’ and nodes in S, or through w; and wsz). On the other hand, we have that:

B =Ba+m+1+3)+ Z NGS5 (SZS) + Z (a+1)+ Z (a+1)

S;,S;€8 Si¢N(t) u; €EU:N (t,u;)=0

[N (v, uy)
DD D a7 ) e

S;€S u; €U\N(S;)

as v! controls all shortest paths between nodes in Y and all other nodes (there are S(a + m + [ + 3) such
pairs), one shortest path between each pair of nodes in S, paths between nodes in S and nodes in U, and all
shortest paths between {t} U X and nodes {S; € S:5; ¢ N(t)} U{u; € U : N(t,u;) = 0}. Thus, we have:

1
B _ B(H) = (8 — b
B —B(t)=(B—a)(m+1+3)+ > TEACAT > (a+ 1)+ (a+1)+ASU
Si,S;€S: S;¢N(t) u;, EU:N (t,u;)=0
(t,8:)¢EV(t,5;)¢E

where 0 < ASU < ml.
Next, we prove that:

1. If |A*| > k and for every u; € U there exists S; € N(t) such that u; € S;, then B(v") < B(¢t);
2. If |A*| < k or there exists u; € U such that for every S; € N(t) we have u; ¢ S;, then B(v') > B(t).

Regarding point [1} we have:

B = B(t)= (8 —a)(m+1+3)+ (m— |A*|)(a+1) + > W+ASU
S;,S8;€8S: vy

(t:5:) ¢ BV (t,5;)¢E
Let v = |[{S;,5; € S:(t,5:) ¢ EV (t,5;) ¢ E}|. Now, since |A*| > k we have that:

m(m —1) — |A*[(|A*[ - 1)

Y= 2 gm(m—l)—k(k—l)_(m—k)(m—i—k—l).

2 a 2




Given the above and |N(S;, S;)| > 2 we have that:

B(') = B(t) < (B —a)(m+1+3)+ (m — k) <a+1+T§SUk+m+f_l>.

By substituting the values of a and /3, and observing that ASU < ml and k < m, we get:
Bw') = B(t) < m?l(k —m)(m +1+3) + (m — k)(ml(m +1+2) + 1 +ml + 2m — 1),
which gives us:
B(v") — B(t) < (k — m)m*l 4+ (m — k)(ml + 2m) = (k — m)m(ml — 1 — 2) < 0.

Hence, if |A*| > k and for every u; € U there exists S; € N(t) such that u; € S;, then B(v) < B(t).
Regarding point [2] since either there exists u; € U such that for every S; € N(t) we have u; ¢ S; or we
have that |A*| < k, then:

B —B@t)>B-a)(m+1+3)+(m—k)(a+1)+(a+1)+ Z m—i—ASU
S;,8;€8S: g

(t,5)¢EV(t,5;)¢E

Since > S:,5;€5: m > 0 and ASU > 0, then we have:
(t.S)gEV(E.S)eE

B(") = B(t) > (B—a)m+1+3)+ (m—k+1)(a+1).
By substituting the values of a and 8 we get:
B(") — B(t) > m*l(k —m)(m +1+3) + (m — k+1)(m*I(m +1+2)+1)

which gives us:
B(w') = B(t) > m?l(k —m) + m*l(m +1+2) = m?I(k+1+2) >0

Hence, if |A*| < k or there exists u; € U such that for every S; € N(t) we have u; ¢ Sj, then B(v') > B(t).

From the points [I| and [2| we have that B(v') < B(t) if and only if |[A*| > k and for every u; € U there
exists S; € N(t) such that u; € S;.

Therefore, if there exists a solution to the given instance of the 3-Set Cover problem, i.e., S* C S for
every u; € U there exists S; € S* such that u, € S, then {(¢,5;) : S; € S*} is a solution the constructed
instance of the Local Hiding problem (if [§*| < k we can connect ¢ to additional k — |A*| nodes S}, as B(v')
decreases with |A*|, while B(¢) increases with it). Moreover, if there exists a solution to the constructed
instance of the Local Hiding problem, i.e., A* C A such that B(v") < B(t) after the addition of A*, then
we can construct a solution to the given instance of the 3-Set Cover problem as {S; : (¢,.5;) € A*} (notice
that |A*| = k, as we have |A*| > k and |A*| < b = k). We proved that a solution to the given instance of
the 3-Set Cover problem exists if and only if there exists a solution to the constructed instance of the Local
Hiding problem. O

Theorem 9. Algorithm [1] is a 2-approzimation for the Minimum Local Hiding problem given the degree
centrality.

Proof. We first give the idea behind Algorithm [1} before moving to the detailed description. The algorithm
will go over all possible sizes  of the set of removed edges. For a given r it will identify a solution where the
size of the set of removed edges is exactly r, and the size of the set of added edges is at most twice as big as
in an optimal solution, which makes this algorithm a 2-approximation.

In more detail, let (A*, R*) be an optimal solution to a given (G, vf, cqg, d, A, R) problem instance, and let
W be the set of nodes that contribute towards the safety threshold, i.e., W = {v € V : kg (v) > kg (v)},
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Algorithm 1 A 2-approximation algorithm for the Minimum Local Hiding problem given the degree cen-
trality. The operator o(k,S) selects any min(k, |S|) elements of set S. We define A(v) as the edges in A
incident with v.

Input: Network G = (V, E), evader v" € V, safety threshold § € N, the set of edges allowed to be added AC
N(v') x N(v'), the set of edges allowed to be removed R C {v} x N(v').

Output: A solution (A°, R°) to instance (G, v, cay, 5, A, R) of the Minimum Local Hiding problem such that |A°| +
|R°| < 2(]A*| + |R"|), where (|A*|,|R"|) is an optimal solution, or L if there is no solution.

1: (A°,R°) L

2: for 7+ 0,...,|R| do

3: K r(o?) =7

4: R « o(r,{(v,v") € R: k(v) > k" + 1V K(v) + |A()| < k*})
5: if |[R'| <r then

6: X + R\ R’ sorted increasingly based on x(v)

7 Y « {(v,0") € R: k(v) < k* +1AK(W) + |A(v)] = &* +1}
8: Yy Y| = (0= |{v eV k) + |A®W)] > k" A (v,0") ¢ Y}])
9: while |R'| <7 A |X]| >0 do

10: (v*,v") « pop(X)

11: if (v, )€Y VR NY <y then

12: R + R U{v*}

13: if |R'| =r then

14: G' =(V,E\R)

15: a=0—{veV:kg () >k}

16: Z +—{ve N®W): ke (v) < K* Ak (v) +|A(v)| > k*} sorted decreasingly based on x(v)
17: A 0

18: while a > 0A|Z| > 0 do

19: v* < pop(Z)
20: A — A Uo(k* +1— kg (v), A(v*))
21: G =(V,EUA'\R)
22: a+a—1
23: if a <OA((A° R°) =L V|A'|+|R| < |A®°| 4+ |R°|) then
24: (A°,R°) + (A", R')

25: return (A°, R°)

where G* = (V,E U A* \ R*). The set W can be divided into nodes W, that would contribute to the
safety threshold even without adding any edges from A, i.e., Wy = {v e W kw,p\ro(v) > Kg- (v1)}, and
nodes Wi that required adding edges from A in order to contribute to the threshold, i.e., Wy = {v € W :
kv p\r+) (V) < kg (vT)}. Notice that the lower bound of the size of A* is:

|
m = 5 Z I{G*(’UT)+17IQ(V7E\Rx)(’U)
veW;

as the minimum degree of a node v necessary for it to contribute to the safety thresholds is xg-(vf) + 1,
while every added edge increases degree of at most two nodes from W; (hence the % factor).

Algorithm [1] selects for » = |R*| a set of edges to be removed R’ such that |R'| = r and the choice of R’
does not increase the minimal possible size of the set of edges to be added (notice that if the evader gets
disconnected with a node v € Wi, the degree of v has to increased by adding an additional edge, we will
comment on this further when describing the algorithm). The algorithm then increases the degrees of |W1]|
nodes in the order of decreasing degrees. The reason for this order is that nodes with greater degrees require
fewer edges to be added to them in order for their degrees to reach rg-(v') + 1. Let W] be the set of nodes

the degrees of which are increased by Algorithm [1] to satisfy the safety threshold. Since they are selected as
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the nodes with maximal degrees, we have:

Z Kv,e\r") (V) > Z K(v,B\r*) (V).

veW/ veEWy

Therefore, we have that:

IR+ |A|=r+ Z Kg=(vT) +1 — Kv,e\r") (V)
veEW/

r+ Z KRG+ (’UT) —+ 1-— "{(V,E\R*)(v)
veEW,

=r+42m* <2(r+m")

< 2(|RY| + [A™]).

Hence, we have that Algorithm [I| is a 2-approximation. We will now describe in detail how Algorithm
identified sets of edges R’ and A’ characterized above.

The algorithm begins in line 1| with initializing the (A°, R°) variable pair with L (this is the value that
will be returned if the particular instance of the problem does not have any solutions). The loop in line
iterates over all possible sizes of the set of removed edges. For a given size r we compute the degree of the
evader after removing r edges as k* in line |3} Notice that after removing r edges from R and possibly adding
some edges from 121, we need to have at least § nodes with degrees with degrees greater than x*.

In lines the algorithm selects the set of r edges to be removed from the network R’. First, in line
it selects as many edges as possible connecting the evader either to nodes that will contribute to safety
threshold even if we decrease their degree by one (k(v) > x* 4+ 1) or nodes that will not contribute to the
safety threshold even if we add all edges from A incident with them (k(v) + |A(v)| < k*). If the algorithm
still needs to remove more edges (condition tested in the [5] the removal takes place in lines , they have
to be selected from nodes that require increasing their degrees by adding the edges from A. In line |6| we
sort all the remaining edges that can be removed based on the degree of the non-evader end into the list X.
Further, in line [7] we collect the set Y of edges that can be removed between the evader and nodes, but if
they are removed, the non-evader end can no longer contribute to the safety threshold. Notice that if we
remove too many edges from the set Y, we encounter a risk of not reaching a solution for a given r, even if
it exists. To avoid this risk, we compute the maximal number of edges from Y that we can safely remove y
in line [§| Having made sure that we will not miss a possible solution, we select edges to remove in the loop
in lines starting with those connecting the evader with nodes with lowest degrees (the pop operator
removes the head of the list). These nodes will be the last to be selected as contributing to the threshold by
adding incident edges from A in the latter part of the algorithm, which allows us to minimize the total cost
of the solution.

In line we test whether we managed to identify r edges from R to remove. If not, there exist no
solutions that remove r edges and satisfy the safety threshold at the same time. Otherwise, we select the
edges to add from Ain lines To this end, we generate the structure of the network G’ after the removal
of edges from R’ in line and compute the number of nodes the degrees of which we have to increase a
in line To minimize the total cost of the solution, we select the candidates based on decreasing degree,
using the list Z generated in line The edges that are to be added to the network as part of the solution
are gathered in set A’, initialized in line In the loop in lines we add edges necessary for the nodes
with greatest degrees to contribute to the safety threshold. Finally, if we managed to increased the degree
of the necessary number of nodes, i.e., if a < 0, we update the best identified solution in lines Said
solution is returned at the end of the algorithm in line

Finally, let us comment on the time complexity of the algorithm. The main loop of the algorithm, i.e.,
the loop in line is executed O(|V]) times (notice that the size of R is at most |V|—1). Within the loop, the
most expensive operations are sorting the list X in line 4| (O(|V'|log |V| operations per main loop iteration),
executing the loop in lines (O(]V]log |V| operations per main loop iteration), and executing the loop
in lines (O(]V||E| operations per main loop iteration). Therefore, the time complexity of Algorithm
is O(|V[*(log [V| + | E])). 0

IA
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Figure S4: An overview of the approximation process in the proofs of Theorems [10| and

Theorem 10. The Minimum Local Hiding problem given the closeness centrality cannot be approzimated
within a ratio of (1 —€)In|AU R| for any € > 0, unless P = NP.

Proof. In our proof we will use the result by Dinur and Steurer [I] that the Minimum 3-Set Cover problem
cannot be approximated better than logarithmically, unless P = NP. More precisely, we will show that
if there exists an efficient approximation algorithm for the Minimum Local Hiding problem then there also
exists an efficient approximation algorithm for the Minimum 3-Set Cover problem. An overview of the
process is presented in Figure [S4]

An instance of the Minimum 3-Set Cover problem is defined by a universe of elements U = {u1,...,uy|}
and a set of subsets of the universe S = {S1,...,S|g} such that Vs, S; C U A |S;| = 3. The goal of the
problem is to identify a subset S* C S that covers entire universe, i.e., USieS* S; = U, and the size of S* is
minimal.

We now define two functions: function f that translates and instance of the Minimum 3-Set Cover
problem to an instance of the Minimum Local Hiding problem, and function ¢ that translates a Minimum
Local Hiding solution (i.e., sets of edges added A* and removed R* from the network) to a Minimum 3-Set
Cover solution (i.e., a subset of 5).

Let (U,S) be an instance of the Minimum 3-Set Cover problem. Assume that |U| > 5 (all smaller
instances can easily be solved in polynomial time). Function f is then defined as

F(U,8) = (G, v, ¢,8,A, R),
where:

e G = (V,E) is a network (an example of its construction is presented in Figure [S5)) where:

— V= {o", 8} UUs,e5{Si} UU,,cv Us, es {1} U Uy, e {wit WU i),
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99999

Figure S5: An example of the construction used in the proof of Theorem Some edges are printed grey for better
readability. Green dotted lines correspond to the edges allowed to be added.

— BE={tv)} VU, ev{(@i,)} U, ev {(wi, 0N} UUg e 5{(Si,0")}

U Uui,jGV{(wi’ ui7j>} U quES’i Uu_77kev{(si’ Uj7k>},

vt € V is the evader,

¢ = ¢ is the closeness centrality measure;
e § =1 is the safety margin,

o A= {t} x S,
e R=1.
Let (A*, R*) be a solution to the f(U,S) instance of the Minimum Local Hiding problem. Function g is
then defined as:
g(A",R*)={S; € S: (t,5;) € A*}.

Notice that since R = () then necessarily R* = (). Hence, in the remainder of the proof we will call A* the
solution of f(U,S).

From the definition of the problem, we see that the only edges that can be added to the network are
those between t and the members of S. Notice that any such choice of A* corresponds to selecting a subset
of |A*| elements of S in the Minimum 3-Set Cover problem. In what follows, we will show what are the
necessary condition for A* to be a solution to the f(U,.S) problem instance.

First, we show that for every v € V' \ {t,v'} and every A* C A we have ¢(G’,v) < ¢(G’,v"), where
G' = (V,E U A*). To this end, let D(G’,v) denote the sum of distances from v to all other nodes, i.e.,
D(G',v) = 3 ev\ (o} v, w). Given that D(G',v) = c(yé;i_/,lvy we will show that the following holds:

vveV\{t,uT}vA*gﬁD(le U) > D(G/a UT)'

Let d; denote ), d(t,u;) + > g d(t,S;). Table|S3| presents computation of distances between nodes in G'.
Given these values we have that:

e D(G',v") =2|U||S| + 3|U| +3|S| + 1;

14



v d(v,vt)  d(v,t) > e, A, @) 2w, dv, ;) ZUM_ d(v,u;,5) >s, d(v, Si)
ot 0 1 2(|UT+1S]) U] 2[U]1S] S|

t 1 0 U+ |S] 2|U| ZUM d(t,us, ;) >s, d(t, i)
zi 2 1 2(|UN+ S| - 1) 3|U| > 3|U||S| > 2|5

w; 1 2 31U+ 1S0) 2(JU] = 1) IS] +3IS|(jU] =1) 2|9

uij 2 >2 23(Ul+1s)  1+3(|Ul=1)  =2(|U]|S| - 1) > |5

S; 1 >1 >2(lUl+1S))  2|U] 3[S|+3[S|(JU = 3)  2(]S| - 1)

Table S3: Distances between nodes in the graph constructed for the proof of Theorem

D(G',t) = 3|U| + |S| + 1+ dy;

D(G/,Jii

> 3U||S| + 5|U| +4]S| + 1 > D(G", v');

)
o D(G',w;) = 3|U||S| + 5|U| + 3|8 + 1 > D(G, v1);

o D(G',w;) > 2|U||S| + 6|U| +4|S| > D(G",v");

e D(G',S;) > 3|U||S| + 4|U| —2|S| > D(G’,v") as |U| > 5.

Based on this, either ¢ or v' has the greatest closeness centrality, therefore A* C A is a solution to f(U,S)
if and only if D(G’,t) < D(G',v'"). This is the case when d; < 2|U||S|+2|S|. Let Ua- = {u; € U : 3g,esu; €
S; A (t,S;) € A*}. We have that:

dy = |A™| +2(|S] — |A*]) + 2|Ua~

S|+3(|U| = |Ua-

S| =2|U[S| +2[S| + (|U| = [Ua-DIS| - [A7].

Since by definition |Ua~| < |U| and |A*| < |S|, we have that d; < 2|U||S] + 2|S| if and only if |Ua«| = |U],
ie., Vu,evds,esu; € S;A(t,S5) € A*. Hence, A* is a solution to f(U, S) if and only if the sets corresponding
to the nodes that t is connected to via edges in A* cover entire universe. In particular, it implies that the
optimal solutions to the both instances are of the same size.

Now, assume that there exists an approximation algorithm for the Minimum Local Hiding problem with
ratio (1 — €)In|AU R| for some € > 0. This algorithm can be used to solve the constructed instance f(U, S),
acquiring solution A*. Since A* is a solution to f(U,S), the sets corresponding to the nodes with which
t is connected via edges in A* cover the universe U. Therefore, g(A*) (which extracts exactly these sets)
is a solution to the given instance of the Minimum 3-Set Cover problem. What is more, we have that
|A*| = |g(A*)| and the optimal solutions to the both instances are of the same size. Since we also have
that |S| = |A U R|, we obtained an approximation algorithm that solves the Minimum 3-Set Cover problem
to within (1 — ¢)In|S]| for € > 0. However, Dinur and Steurer [I] showed that the Minimum 3-Set Cover
problem cannot be approximated to within (1 — €)In|S| for any ¢ > 0, unless P = NP. Therefore, such
an approximation algorithm for the Minimum Local Hiding problem cannot exist, unless P = NP. This
concludes the proof. O

Theorem 11. The Minimum Local Hiding problem given the betweenness centrality cannot be approzimated
within a ratio of (1 — €)In|AU R| for any € > 0, unless P = NP.

Proof. In our proof we will use the result by Dinur and Steurer [I] that the Minimum 3-Set Cover problem
cannot be approximated better than logarithmically, unless P = NP. More precisely, we will show that
if there exists an efficient approximation algorithm for the Minimum Local Hiding problem then there also
exists an efficient approximation algorithm for the Minimum 3-Set Cover problem. An overview of the
process is presented in Figure [S4]

An instance of the Minimum 3-Set Cover problem is defined by a universe of elements U = {u1,...,uy|}
and a set of subsets of the universe S = {S1,...,S|g} such that Vs, S; C U A |S;| = 3. The goal of the
problem is to identify a subset S* C S that covers entire universe, i.e., UsieS* S; = U, and the size of §* is
minimal.
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Figure S6: An example of the construction used in the proof of Theorem Some edges are printed grey for better
readability. Green dotted lines correspond to the edges allowed to be added.

We now define two functions: function f that translates an instance of the Minimum 3-Set Cover problem
to an instance of the Minimum Local Hiding problem, and function g that translates a Minimum Local Hiding
solution (i.e., sets of edges added A* and removed R* from the network) to a Minimum 3-Set Cover solution
(i.e., a subset of S).

Let (U, S) be an instance of the Minimum 3-Set Cover problem. Assume that |S| > 3 and |U] > 3 (all
smaller instances can easily be solved in polynomial time). Function f is then defined as

f(U,8) = (G.v", .6, A R),
where:
e G = (V,FE) is a network (an example of its construction is presented in Figure where:
S|? Ul|S|>+|s? ul|s|)®
=V ={ol, t,w,w2} UUg, {9} UU, e U|j=‘1{ui,j} o U b U i),
— B = {(t,vN)}0{(wr, w2) }uU,, ey {(2:, U, o er (i, 2) 10U, e { (i, v IOU,, o e A (i w5) 20

Usiev 1085, 07), (S, w1)} UU,, e {(uij, w2) } U
quesi quYkeV{(Sia Uj,k)},

vl € V is the evader,

e ¢ = ¢ is the betweenness centrality measure;

6 =1 is the safety margin,
e A={t} xS,

e R=1(.

Let (A*, R*) be a solution to the f(U,S) instance of the Minimum Local Hiding problem. Function g is
then defined as:
g(A*",R*)={S; € S: (t,5;) € A*}.

Notice that since R = () then necessarily R* = ). Hence, in the remainder of the proof we will call A* the
solution of f(U,S).
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From the definition of the problem, we see that the only edges that can be added to the network are
those between ¢t and the nodes S;. Notice that any such choice of A* corresponds to selecting a subset of
|A*| elements of S in the Minimum 3-Set Cover problem. In what follows, we will show what are necessary
condition for A* to be solution to the f(U,S) problem instance.

First, we show that for every node v € V' \ {t,v'} and every A* C A we have ¢(G',v) < ¢(G',t), where
G = (V,E U A*). To this end, let B(v) denote the sum of percentages of shortest paths controlled by v
between pairs of other nodes in G’ i.e.:

B(v) = Z \{pEH(w,w’):vaH.

!/
w,’LU/GV\{’U} |H(U},w )|

Notice that B(v) = =022 (G v). Next, we will show that the following holds:

Voev\{t.oi} ¥ arc 4B(V) < B(t).

Since ¢ controls all shortest paths between the nodes x; and nodes v’ wy, ws, Yj, S, Uj i, we have:

B(t) >(|U|ISP + SP*)(U]|S]® +UIS[* + 18| +3)
=|UP[S|° + [UP[SP + |U||S +2|U1IS|* + 3|U|S|* + [S]° + 3|5/

For nodes other than ¢ and v we have:

B(z;) = B(y;) = 0 < B(t), since the nodes x; and y; do not control any shortest paths;

B(wy) < 3|U||S]? + w + 2 < B(t), because wy controls some shortest paths between ws and
nodes t,v', z;,y;, S; (there are at most 2|U||S|*>+|S|?+|S|+2 such pairs), some shortest paths between
pairs of nodes S;, S; (there are at most w such pairs), and some shortest paths between nodes
u; ; and nodes Sy (there are at most |U||S|? such pairs);

4 2
B(wsy) < w + |U||S|? < B(t), because wy controls some shortest paths between pairs of

2 2
—-1 .
nodes u; ;, ug, (there are at most LISIZQUISEZD gch pairs), some shortest paths between nodes u; ;

2
and w; (there are at most |U||S|? such pairs), and some shortest paths between nodes u; ; and nodes
Sy, (there are at most |U||S|? such pairs);

B(u;) < 2|U||S)? + w +2 < B(t), because u; controls some shortest paths between wy and nodes
t,vl,z;,y;,5; (there are 2|U||S|® + |S|? + |S| + 2 such pairs), and some shortest paths between pairs

[SI(S[=1)
2

of nodes S;, Sy, (there are at most such pairs);

B(S;) < 6|U||S|° + 3|U||S|* + 4|U||S|® + 3|S|* + 3|S|® + 11]S|?> + 4 < B(t), because S; controls some
shortest paths between the nodes u;j that are connected to S; and the nodes t, vt w1, T, Y1, Sty Ulo
(there are at most 3|S|?(2|U||S]? +|S|? +|U||S|? + |S| + 3) such pairs), and some of the shortest paths
between nodes wy, ws and nodes t,v', z;,y; (there are at most 2(2|U||S|? + |S|? + 2) such pairs), and
because we assumed |S| > 3 and |U| > 3.

Therefore, either ¢ or v! has the greatest betweenness centrality. Hence, A* C A is a solution to the
problem of Minimum Local Hiding if and only if B(t) > B(v'). We now compute the values of B(t) and

B(vf

). We have that:
1
B(t) =(UIISF + [SBYUIISE + UISE+181+3)+ Y e
{Si,sj}gv(t)| (S35 85)!
[N (L, ujp)|
+ 3
Z Z |N(t7u],k)|+|N(’vauj7k)|+1

S;€N(t) uj r€U\N(S;)
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as t controls all shortest paths between all nodes z; and all other nodes in the network (there are (|U||S| +
ISI2)(|U|S)? + |U]|S|? + |S| + 3) such pairs), one shortest path between each pair of nodes S;, S; connected
to t, and some shortest paths between nodes S; connected to ¢ and nodes u; j such that N(¢) N N(u; ) # 0
(other paths run through vt and nodes S, or through w; and ws). On the other hand, we have that:

1
B =|U|ISP(UIIS]® + 151> + [UIISP? + S| +3) + Y mora—a—T
) =IUNSPAUISE +SI° + US| + | &Z;j|N(5i,Sj)

[N (vF,uj)|
+) > :
: T w
Si u;k€U\N(S;) IN(t wjpe)| + [N (0T, wjp)| + 1

+ Y (UISP+ISP+D+ Y. (ISP +ISP+1)
Si¢N(t) g 5 N (tuq,5)=0

as v’ controls all shortest paths between nodes y; and all other nodes in the network (there are |U||S|3(|U||S|>+
|S|2 + |U||S]* + |S| + 3) such pairs), one shortest path between each pair of nodes in S;, S, some shortest
paths between nodes .S; and nodes in u; ; not connected with S;, all shortest paths between nodes ¢, z; and
nodes S; not connected to ¢, and all shortest paths between nodes t,z; and nodes u; such that none of
their neighbor is connected to t.

Thus, we have:

B = B(@t)= Y (UISP+ISP+1)+> (UISP+ S +1)
S:€N(t) ug, N (tug ;)=0

— |SI2(|U||S|? + |S| + 3) + ASU

where 0 < ASU < |U||S|? + |S|?.
Next, we prove that:

1. If for every u; € U there exists S; € N(t) such that u; € S;, then B(v') < B(t);
2. If there exists u; € U such that for every S; € N(t) we have u; ¢ S;, then B(vT) > B(t).

Regarding point [1} we have:

B =B(t)= Y (ISP +ISI>+1) = |SP(UIISI* +[S] +3) + ASU.
Si¢N(t)

Since ASU < |U||S)? +|S)? and we can assume that |A*| > 0, i.e., t is connected with at least one node S;,
we have that:

B(v') = B(t) < (IS| = (TSP’ + 8> + 1) = [S(|U[S[* + S| +3) + [UIS|* + |S[?,
which after simplifying terms gives us:
B(w") - B(t) <|S|-1-3|S]* <0.

Hence, if for every u; € U there exists S; € N(t) such that u; € S;, then B(v') < B(t).
Regarding point [2| since there exists at least one u; € U such that for every S; € N(t) we have u; ¢ Sj,
and ASU > 0:
B(v') = B(t) > |S*(|UIIS]® +[S* + 1) = [S]P(IUIS[* +|S| + 3),

which after simplifying terms, and from assumption that |S| > 3, gives us:
B(v') = B(t) > [U|S]" + |S|* = [U[|S|* = |S|* = 2|S|* > 0.

Hence, if there exists u; € U such that for every S; € N(t) we have u; ¢ S;, then B(v') > B(t).
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From the points [1| and [2| we have that A* C A is a solution to f(U,S) if and only if for every u; € U
there exists S; € N(t) such that u; € S}, i.e., the sets corresponding to the nodes that ¢ is connected to via
edges in A* cover entire universe. In particular, it implies that optimal solutions to both instances are of
the same size.

Now, assume that there exists an approximation algorithm for the Minimum Local Hiding problem with
ratio (1 — €)In|AU R| for some € > 0. This algorithm can be used to solve the constructed instance f(U, S),
acquiring solution A*. Since A* is a solution to f(U,S), the sets corresponding to the nodes with which
t is connected via edges in A* cover the universe U. Therefore, g(A*) (which extracts exactly these sets)
is a solution to the given instance of the Minimum 3-Set Cover problem. What is more, we have that
|A*| = |g(A*)| and the optimal solutions to the both instances are of the same size. Since we also have
that |S| = |A U R|, we obtained an approximation algorithm that solves the Minimum 3-Set Cover problem
to within (1 — €)In|S]| for € > 0. However, Dinur and Steurer [I] showed that the Minimum 3-Set Cover
problem cannot be approximated to within (1 — €)In|S]| for any € > 0, unless P = NP. Therefore, such
an approximation algorithm for the Minimum Local Hiding problem cannot exist, unless P = NP. This
concludes the proof. O
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S3 The Proof of Equivalency between MIQP and MILP Formu-
lations

For the convenience of the reader, we repeat the definitions of the MIQP and MILP formulations from the
main article.

Definition 3 (MIQP formulation). The mized-integer quadratic program finding the optimal strategies of

the seeker and the evader is:
gi?(jg: :E: jg: ) s(¢>ca€)

PeED ceCs EEER

subject to Z p(c) = (i)
ceCg

Voco Y q(¢,6) =1 (i)
£€ER

VocaVeez, a(d) = > p(e)Ue(d,c,€) (ii)

ceCyg
VocoVeez, a(@) < (1 —q(¢,€))n + Z Ue(¢,c,§) (iv)
ceCyg

vcecs p(C) € [O, 1]
VocaVeezp q(¢,€) € {0,1}
Voca a(p) €R

Definition 4 (MILP formulation). The mized-integer linear program finding the optimal strategies of the

seeker and the evader is:
max Y D )z, e, §Us(0,c.)

z,q,a
pe® ceCs EEEE

subject to Vgca Z Z (p,c, &) =1 (1)
ceCs E€EER
Voco Y q(6,€) =1 (2)
£€ER
VocaVecos D 2($,6,8) =Y 2(0,¢,€) (3)
EEEE §€ER
V¢G¢‘VEEEE Z Z(¢7Ca g) = q(¢7 g) (4)
ceCg
YocaVeez, al®) > D Ue(dc,&) Y 2(¢.c.€) (5)
ceCyg §'EEE
VocaVeez, a(d) < (1—q(o, )+ Y Ue(d,c,6) Y 2(6,¢,¢) (6)
ceCyg §'EEE

V¢E<I>VCECSV5€EE Z(¢7 C, f) € [Oa 1]
VocaVeezy q(0,€) € {0,1}
Voeca a(p) €R

Theorem 12. Program formulations in Definitions[3 and[{ are equivalent.

Proof. Consider p(c), q(¢, &), a(¢) that is a feasible solution to the formulation in Definition (3 We will show
that z(¢,c, &) = p(c)q(d,&),q(d,&),a(p) is a feasible solution to the formulation in Definition 4| with the
same objective function value.
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As for the objective function value we have:
SN UDAb . OUs(de ) =D D> Dt L OUL(8,¢,€)
PED ceCyg EEER PED ceCs EEER

straight from the definition of z(¢, ¢, £).

As for the constraint we have:
S 2= > ple)ale, ) =D ple) > a¢.&) =D plc)=1
ceCs EEEE ceCs EEER ceCs EEER ceCs

where the first equality comes from the definition of z(¢, ¢, ), the second from simply putting p(c)
outside the sum sign, the third from the constraint , and the fourth from the constraint .

PR ICRIED!

{EER

As for the constraint we have:

straight from the constraint .

As for the constraint we have:
D 2 =ple) Y alé.§) =plc) =pc) Y q(0,) = Y 2(0,¢,8)
(EEE {EEE £EEE {EEE

where the first and the fourth equalities come from the definition of z(¢, ¢, ), while the second and
the third from the constraint .

As for the constraint we have:

> 2(¢,e0) =D p)a(d,9) =a(¢,£) Y ple) = q(¢,€)

ceCg ceCyg ceCs

where the first equality comes from the definition of z(¢, ¢, &), the second from simply putting g(¢, &)
outside the sum sign, and the third from the constraint .

As for the constraint we have:

Z U€(¢a C,f) Z Z((ZS,C,&I) =

ceCs {'€EE
Y Ueldie.&)ple) Y a(d,€) =
ceCs {'eEr
Y Uelée,O)ple) < alg)
ceCyg

where the first equality comes from the definition of z(¢, ¢, £), the second from the constraint , and
the final inequality comes from the constraint .

e As for the constraint (6] we have:
L—q(d O+ > Uedc,&) Y 2(¢,c,€) =
ceCg §'€ER

1—q(d, )+ > Ueld,c,ple) > a(6,€) =

ceCs §'€EER

(1 - q(¢7 5))77 + Z Ue(qu c, g)p(C) Z a’(¢)

ceCs
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where the first equality comes from the definition of z(¢, ¢, £), the second from the constraint , and
the final inequality comes from the constraint .

Now, consider p(c), z(¢, ¢, £), a(¢) that is a feasible solution to the formulation in Definition 4] We will
show that p(c) = deEE 2(0,¢,€),q(¢,€),a(@) is a feasible solution to the formulation in Definition |3| with
the same objective function value.

e As for the objective function value we have:

YD Uop()q(d, Us(¢, ¢, €) =

¢ed ceCs {€EEE

SN0 HUa(e, OUL(dc,€) Y 2(0,¢,¢) =

PeD ceCs EEEE §'€EERp

SN N Ul OUs(brc. ) Y 28 =

dED ceCs EEER §'EER
DN UNUb e, &5) DY 2(deE) =D > > H)z(¢, ¢, )Us(d, ¢, )
PED ceCyg 'EER PeD ceCs £'EER

where the first equality comes from the definition of p(c), while the second comes from the constraint .
As for the third equality, notice that from the fact that ¢(¢, &) € {0,1} and from the constraint (2] we
get that for any given ¢ € ® we have only one strategy 3 € Ep for which q(o, f(’;) = 1, while for any
£ # £}) we have ¢(¢,§) = 0. As for the fourth equality, notice that from the fact that z(¢,c,§) > 0 and
from the constraint we get that for a given ¢ € &, ¢ € Cg and for any & # &, we have z(¢,c, &) = 0.
As a result, we get:

Us($,0,65) Y 2(6,¢,6) = Us(,¢,€5)2(0,¢,65) = Y 2(¢,¢,8)Us(9,¢,€).

§'€Ep §'€Ep

e As for the constraint (i) we have:
D_ople)= 3 D A0 =1
ceCg ceCs EEER
where the first equality comes from the definition of p(c), and the second comes from the constraint .

o As for the constraint we have:

> a(6,9)=1

§EER

straight from the constraint .

e As for the constraint we have:

> p(OUe($,¢,6) =

ceCys
D Uel¢ie€) Y 2(0,¢,6) =
CECS f/EEE
D Uelde,€) Z (¢,¢,¢') < a(9)

ceCyg €Er

where the first equality comes from the definition of p(c), the second comes from the constraint ,
and the final inequality comes from the constraint .
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e As for the constraint we have:

(1=q(&, )+ > p(OUe(d,c,&) =

ceCs
(1=g(@, )+ D Uelde,&) Y 2(0,¢,8) =
ceCys §'eEE
(1 - Q(¢v f))ﬂ"‘ Z Ue(¢7cv g) Z Z(¢v c)fl) > a’(¢)
ceCys E'EER

where the first equality comes from the definition of p(c), the second comes from the constraint ,
and the final inequality comes from the constraint @

Hence, we have shown that the two formulations are equivalent. O
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S4 Supplementary Figures
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Figure S7: Percentage of the edge modifications that result in a given change in the evader’s centrality ranking in
real-life networks. Labels present values rounded to the nearest percent, values below 0.5% have been omitted for
readability.

No change in ranking - Increase in ranking

24



eect eed ced

Add Remove Add Add Remove
=
S
Cree T A B B KX
2
Seevcerres: [N ~M00 @~ W W o B B o~ &
corecr [ - B o oo B oo BB o d
T ¥ I E e e
=
Booercss [ O o B B o 4B O 4
o
r
8 corvcorncss [ T - BB B &
w
N
Boorc: [N TR o O - b O 4
G corweornss [ - O - BB B -
=4
(]
= _ o% 19 9
Eigenvector % 1 % 1 32%. 34%

é Closeness

2
Q
Z Betweenness

R
>
o
S
'

]-
8
i

49

o B

. E R IR R R kT

i Closeness

ruf

X
~
=L
—
i

o
Betweenness

Eigenvector

X
I

o\l
'

-

- I
B

- Decrease in ranking

Figure S8: Percentage of the edge modifications that result in a given change in the evader’s centrality ranking in
random networks. Results are presented as an average over 1000 networks with 100 nodes and the average degree of
10 generated using each model. Labels present values rounded to the nearest percent, values below 0.5% have been
omitted for readability. There are no edges between neighbors in Priifer trees.
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degree of 10 generated using each model. Error bars correspond to 95% confidence intervals. Scales in each row are
fixed for easier comparison.
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Figure S10: Utility of the evader in real-life networks, computed as an average over all possible strategies. Each
column corresponds to a different network, while each row corresponds to a different type of the evader. In each
heatmap the x-axis corresponds to the number of edges removed between the evader and their neighbors, while
the y-axis corresponds to the number of edges added between the neighbors of the evader. The color of each cell
corresponds to the utility of the evader, with color closer to green indicating greater utility.

27



Madrid Bali Ambassador Facebook

>
8 D

o 9 egree
® 24.34% 0.23% 5% g
= Closeness
7]
H 58.58% Betweenness
= 99.77% 94.68%
8 Eigenvector
n
>
(=] Add 0 Rem 1
% Add 0 Rem 2
S
7 Add 0 Rem 3
] Add 0 Rem 4
'§ Add 1 Rem 0
i} Add 1 Rem 3

$=0.25$=0.50 $=0.75 $=0.25 $=0.50 $=0.75 $¢=0.25 $=0.50 $=0.75 $=0.25p=0.50 $=0.75 $=0.25 p=0.50 $=0.75

0.5
0.4
0.3 $=025
—0.50

0.2 [

$=0.75
0.1

_ i

0.0 —

Madrid Ball Ambassador Facebook

Evader expected utility

Figure S11: The seeker-evader game equilibria in real-life networks. Each column corresponds to a different network.
Fach pie chart in the first row presents the mixed strategy selected by the seeeker in an equilibrium of the seeker-
evader game. Each group of bars in the second row presents the strategy the evader, with each bar corresponding to
a different type of the evader. Each group of bars in the third row presents the expected utility of the evader, with
each bar corresponding to a different type of the evader.
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