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Abstract—Social network analysis tools can infer various
attributes just by scrutinizing one’s connections. Several
researchers have studied the problem faced by an evader whose
goal is to strategically rewire their social connections in order to
mislead such tools, thereby concealing their private attributes.
However, to date this literature has only considered static
networks, while neglecting the more general case of temporal
networks, where the structure evolves over time. Driven by this
observation, we study how the evader can conceal their importance
from an adversary armed with temporal centrality measures. We
consider computational and structural aspects of this problem: Is it
computationally feasible to calculate optimal ways of hiding? If it
is, what network characteristics facilitate hiding? This topic has
been studied in static networks, but in this work, we add realism to
the problem by considering temporal networks of edges changing
in time. We find that it is usually computationally infeasible to find
the optimal way of hiding. On the other hand, by manipulating
one’s contacts, one could add a surprising amount of privacy.
Compared to static networks, temporal networks offer more
strategies for this type of manipulation and are thus, to some
extent, easier to hide in.

Index Terms—Computational complexity, social media, misin-
formation, network centrality, network theory.

I. INTRODUCTION

THE increasing sophistication and ubiquity of computer-

based invigilation tools is a persistent threat to the privacy

of the general public. The increasing number of privacy-related

scandals, such as Cambridge Analytica using data of millions of

Facebook users for political agendas [1], demonstrates just how

vulnerable our private information is in the age of social media.

Network data, from social media in particular, can be used to

uncover sensitive information, such as sexual orientation [2],

relationship status [3], or political views [4].

Due to this vulnerability of network data, a number of pri-

vacy-preservation solutions have been proposed, both in terms

of legislature [5] and algorithmic solutions [6], [7]. Most of the

literature puts the responsibility of protecting the system users’

privacy in the hands of a centralized authority [8]–[10], but

such an authority might be prone to error and negligence. A dif-

ferent body of literature proposes methods that can be applied

by members of the social network to protect their own privacy,

without having to rely on any central entities [11], [12].

Nevertheless, so far, the development of privacy-protection

schemes for network data has focused on networks that are

static, i.e., whose structure do not change over time. At the

same time, network science researchers are starting to shift

their attention to temporal networks—the more general case

where the structure is allowed to change [13]. In many domains

that involve dynamic changes, momentary contacts, and pro-

cesses unfolding over time, the added complexity of a tempo-

ral-network approach can be justified by an added predictive

and explanatory power [13]. Temporal networks already found

application in such varied areas as communication [14], [15],

microbiology [16], [17], and face-to-face interactions [18].

Nevertheless, so far no privacy-protection solutions have been

proposed for temporal networks.

Motivated by the relevance of the growing privacy threats

and the increasing popularity of temporal networks, in this

work we examine how a member of a temporal network can

avoid being detected by temporal centrality measures. We set

out to investigate the issue from both theoretical and empirical

standpoints. As for the theoretical analysis, we evaluate the

computational complexity of the problem faced by an evader

who wishes to rewire the network in order to obscure their cen-

tral position in it. We consider both the decision version of the

problem—if it is possible to find an optimal solution in polyno-

mial time—as well as the optimization version—if it is possible

to identify a solution that is guaranteed to be within a certain

bound from optimum. As for the empirical analysis, we con-

sider several real-life temporal network datasets and investigate

how effectively the top nodes in the temporal centrality rank-

ings can conceal their importance. We not only observe the

results of the hiding process but also identify, using regression

analysis, the properties of the nodes that allow them to conceal

their importance effectively. Altogether, our study is the first

analysis of strategic evasion of social network analysis tools in

temporal networks.

A. Our Contributions

We now briefly summarize the contributions of our work.

First, we focus on the theoretical analysis of the problem of

hiding from temporal centrality measures. For the decision

version of the problem we prove that finding the optimal way

of hiding is NP-complete for degree (Theorem 1), closeness

(Theorem 2) and betweenness (Theorem 3) temporal centrali-

ties. For the optimization version of the problem we show a 2-
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approximation algorithm for hiding from degree temporal cen-

trality (Algorithm 1), while proving that the optimal solution

cannot be approximated better than logarithmically given

closeness (Theorem 5) and betweenness (Theorem 6) temporal

centralities. As part of the empirical analysis we investigate a

number of heuristic hiding algorithms on a variety of real-life

temporal network datasets. Our results indicate the existence

of a centrality-influence trade-off in temporal networks, where

the removal of network contacts facilitates hiding, but at the

cost of influence, while the addition of new contacts increases

one’s influence, but makes them more exposed. Finally, using

regression analysis we find that nodes whose contacts are

spread over time have a greater chance of successfully hiding

their importance from temporal centrality measures.

II. RELATED WORK

In recent years there has been a growing interest in temporal

networks, where the network structure is not static, but instead

changes with the passage of time [13]. Temporal networks

found particularly relevant applications in epidemics, where

they have been used to predict the infection’s reproduction

number [19] and to construct static graphs based on temporal

contact data [20]. In the context of our work, an essential class

of tools for the analysis of temporal networks are centrality

measures [21]. The approach to their design varies greatly,

ranging from the analysis of network flows [22] and shortest

temporal paths [23], to the applications of eigenvector-like

techniques [24]–[26].

The topic of avoiding detection by social network analysis

tools recently received some attention in the literature devoted

to static networks. The greatest amount of attention is focused

on hiding from centrality measures, either by lowering the

node’s centrality, either in absolute terms [27] or in relative

terms [28], [29]. Other works provide an axiomatic characteriza-

tion of centrality measures that are resilient to being fooled [30],

analyze the possible strategies of an adversary who is aware of

the existence of nodes that want to hide themselves [31], or con-

sider the problem of hiding from centrality measures in multi-

layer networks [32]. Other hiding problems considered in the

literature include preventing the identification of closely-coop-

erating groups of nodes by community detection algorithms [27],

avoiding the detection of private relationships by link prediction

algorithms [33], [34], manipulating the node similarity meas-

ures [35], and investigating the possibility of concealing the

source of network diffusion from source detection algo-

rithms [36]. All of these works consider only static networks.

III. PRELIMINARIES

A. Temporal Networks

Throughout the article, we will let hT i denote a time inter-

val of T discrete time steps, i.e., hT i ¼ f0; . . . ; T � 1g. We

will sometimes refer to a particular t 2 hT i as the moment t.
Let us denote by G ¼ ðV;K; T Þ 2 G a temporal network,

where V is the set of n nodes, K � V � V � hT i is the set of
contacts, and T is the duration of the time interval during

which the contacts in K take place. We denote a contact

(sometimes also called a temporal edge) between nodes v and

w at time t by ðv; w; tÞ. In this work we only consider undi-

rected temporal networks, i.e., we do not discern between con-

tacts ðv; w; tÞ and ðw; v; tÞ. Moreover, we assume that networks

do not contain self-contacts, i.e., 8v2V 8t2hT iðv; v; tÞ =2 K. We

denote all contacts of a given node v by KGðvÞ. Finally, for
K0 � V � V � hT i we denote by G [K0 the effect of adding
the set of contactsK0 toG, i.e.,G [K0 ¼ ðV;K [K;0 T Þ.
A time-respecting path (or a temporal path) in a temporal

network G ¼ ðV;K; T Þ is an ordered sequence of distinct con-
tacts from K, hc1; . . . ; cki, in which for every two consecutive

contacts ðv; w; tÞ and ðv;0 w;0 t0Þ we have that w ¼ v0 and t0 >
t. In other words, contacts on a time-respecting path occur

chronologically, allowing for the diffusion of information

along the path. For example, a message or a piece of news can

be transmitted via a path only if it is time-respecting, as any

given node on the path has to receive the message before prop-

agating it further. The duration of the path is the time differ-

ence between the first and the last contact in the path, i.e.,

the duration of a path hðv; w; tÞ; . . . ; ðv;0 w;0 t0Þi is t0 � t. Let
PGðv; wÞ denote the set of temporal paths from v to w with

the minimal duration. We say that we can reach node w from

node v at time t if there exists a time-respecting path from v to
w that starts at time greater than or equal to t. The latency

between v and w at time t is the shortest time it takes to reach

w from v starting at time t along time-respecting paths, we

denote it by �Gðv; w; tÞ. Formally:

�Gðv; w; tÞ ¼ min
t�t0 <t00:bPt00

t0 ðv;wÞ6¼;
t00 � t:

where bPt00
t0 ðv;wÞ is the set of time-respecting paths from v to w

where the first contact takes place at time t0 and the last contact

takes place at time t00. If no such time-respecting path exists, i.e.,

8t�t0 < t00 bPt00
t0 ðv;wÞ ¼ ;, then �Gðv;w; tÞ ¼ 1. Intuitively,

latency specifies how quickly one node can be reached from

another, e.g., if node v at time t wants to send a message that

will reach nodew as quickly as possible, it will take the message

�Gðv; w; tÞ time steps to reach w. We denote average latency

between v and w by ��ðv;wÞ. Notice that average latency is the
area under the latency plot, divided by the length of the time

interval T � 1. Following Pan and Saram€aki [23] we assume a

pair-specific temporal boundary condition, where for every pair

of nodes, the first time-respecting path between them is repeated

after the end of the observed time interval when computing the

average latency for that pair. Hence, if there exists at least one

time-respecting path between the pair of nodes, then the average

latency between them is finite. An example of a latency plot

used to compute the average latency is presented in Fig. 1.

To make the notation more readable, we will often omit

the temporal network itself from the notation whenever it is

clear from the context, e.g., by writing �ðv; w; tÞ instead of

�Gðv; w; tÞ. This applies not only to the notation presented

thus far, but rather to all notation in this article.
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B. Temporal Centrality Measures

Centrality measures quantify the importance of a given node

in a network. The concept has also been extended to temporal

networks [21]. In this work we consider the following temporal

centrality measures:

1) Degree temporal centrality [21]—importance of a node

v corresponds to its number of contacts.

cD V;K;Tð Þ;vð Þ ¼
P

t2hT i jfw2V :ðv; w; tÞ2Kgj
ðn� 1ÞT :

2) Closeness temporal centrality [23]—importance of a

node v corresponds to its average latency to other nodes.

cC V;K;Tð Þ;vð Þ ¼ 1

n� 1

X
w2V :v 6¼w

1

��ðv; wÞ :

3) Betweenneess temporal centrality [22]—importance of a

node v corresponds to the percentage of shortest tempo-

ral paths between pairs of other nodes passing through v.

cB V;K;Tð Þ;vð Þ ¼ 1

ðn� 1Þðn� 2ÞTX
u;w2V nfvg:

u6¼w

XT�1
t¼0

jePv
t ðu;wÞj
jPðu;wÞj

where ePv
t ðu; wÞ is the set of shortest temporal paths

from u to w such that v belongs to the path and either

contacts between v and its predecessor and successor

take place at moment t, or contact between v and its

predecessor takes place at or before moment t, while
the contact between v and its successor takes place

after moment t:

ePv
t ðu;wÞ ¼ fp2Pðu;wÞ : ðv0;v;t0Þ2p ^ ðv;v00;t00Þ2p

^ ðt0 ¼ t ¼ t00 _ t0 � t < t00Þg:

4) Eigenvector temporal centrality [25]—importance of a

node v corresponds to the importance of its neighbors.

The temporal version of the eigenvector centrality was

defined in a number of ways [24], [37]–[39]. In our

work we use algorithm by Lv et al. [25], as it allows to

efficiently process even relatively large networks.

IV. THEORETICAL ANALYSIS

We now present the formal definitions of the computa-

tional problems faced by the evader. In both versions of the

problem, the evader has to decide which of the contacts frombA to add, and which of the contacts from bR to remove in

order to hide from a temporal centrality measure c. In the

decision version of the problem (Definition 1), the evader

adds or removes at most b contacts from bA and bR in order to

avoid occupying one of the top v positions in the ranking of

c. In the optimization version of the problem (Definition 2),

the evader adds or removes as few contacts from bA and bR as

possible in order to avoid occupying one of the top v posi-

tions in the ranking of c.
Definition 1 (Temporal Hiding): An instance of the Tempo-

ral Hiding problem is defined by a tuple ðG; vy; bA; bR; b; c;vÞ,
where G ¼ ðV;K; T Þ is a temporal network, vy is the evader,bA � V � V � hT i is the set of contacts allowed to be added,bR � K is the set of contacts allowed to be removed, b 2 N is

a budget specifying the maximum number of contacts that can

be added or removed, c : G� V ! R is a temporal centrality

measure, and v 2 N is a chosen safety threshold. The goal is

then to identify two sets, A� � bA and R� � bR, such that

jA�j þ jR�j � b and:

w 2 V : cðG�; wÞ > cðG�; vyÞ� ��� �� � v

where G� ¼ ðV; ðK [ A�Þ nR�; T Þ.
We also present an optimization version of the problem,

where the goal of the evader is to satisfy a certain safety

threshold using as few network modifications as possible.

Definition 2 (Minimum Temporal Hiding): An instance of

the Minimum Temporal Hiding problem is defined by a tuple

ðG; vy; bA; bR; c;vÞ, where G ¼ ðV;K; T Þ is a temporal net-

work, vy is the evader, bA � V � V � hT i is the set of contacts
allowed to be added, bR � K is the set of contacts allowed to

be removed, c : G� V ! R is a temporal centrality measure,

and v 2 N is a chosen safety threshold. The goal is then to

identify two sets, A� � bA and R� � bR, such that the sum of

their sizes jA�j þ jR�j is as small as possible and and:

w 2 V : cðG�; wÞ > cðG�; vyÞ� ��� �� � v

where G� ¼ ðV; ðK [ A�Þ nR�; T Þ.
As can be seen, the difference from the decision version of

the problem, i.e., from Definition 1, is that now we are not

looking for A� and R� satisfying a certain budget b, but rather
A� and R� the sum of which is as small as possible. In our

analysis we will attempt to identify approximation algorithms

that get as close to this optimal, smallest size as possible.

Notice that this kind of analysis would not be possible with

the decision version of the problem, where there a solution for

a given b is either identified or not.

Fig. 1. An example of temporal network and a latency plot. A. A tempo-
ral network with times of each contact denoted as number next to edges. B. A
plot of latency between v1 and v4 for under assumption that the duration of
time interval is T ¼ 7. The gray area under plot is proportional to average
latency between v1 and v4. Notice that the latency in time interval (6,7] is
finite due to the assumption about a pair-specific temporal boundary
condition [23].
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As can be seen, the difference between the decision version

of the problem (Definition 1) and the optimization version

(Definition 2) is that the former involves looking forA� andR�

that satisfy a certain budget b, whereas the latter involves look-
ing for A� and R� the sum of which is as small as possible. In

our analysis of the optimization version, we will attempt to

identify approximation algorithms that get as close as possible

to the optimal (i.e., smallest) size. Notice that this kind of anal-

ysis would not be possible with the decision version, because a

solution for any given b may or may not exist.

Table I presents the summary of our computational com-

plexity results. Due to space constraints we present the proofs

of some of our theorem in the Supplementary Materials. It

should be noted that we investigate the complexity of both

problems given the degree, closeness, and betweenness tempo-

ral centralities, since their simple closed-form formulas make

them very amenable to theoretical analysis. On the other hand,

the eigenvector temporal centrality lacks such a simple for-

mula, which explains why we only consider it in our empirical

analysis in Section V.

Theorem 1: Temporal Hiding problem is NP-complete

given the degree temporal centrality.

Theorem 2: Temporal Hiding problem is NP-complete

given the closeness temporal centrality.

Theorem 3: Temporal Hiding problem is NP-complete

given the betweenness temporal centrality.

Proof: The problem is trivially in NP, since after adding

and removing a given set of contacts we can computed the

ranking of all nodes according to the betweenness temporal

centrality in polynomial time.

We first give a high-level overview of the proof of NP-hard-

ness of the problem. We will show that any algorithm that can

solve an instance of the Temporal Hiding problem for the tem-

poral betweenness centrality in polynomial time, can be used

to solve a well-known NP-complete problem of 3-Set Cover.

To this end, we take an arbitrary instance of the 3-Set Cover

problem, construct a corresponding instance of the Temporal

Hiding problem, and prove that based on a solution to the con-

structed instance of Temporal Hiding, we can obtain a solution

to the arbitrary instance of 3-Set Cover. Since 3-Set Cover is

NP-complete, this implies that any problem in NP can be

reduced to 3-Set Cover, which then in turn can be reduced to

Temporal Hiding. Thus, the Temporal Hiding problem is as

hard as any problem in NP.

We will now prove that the problem is NP-hard. To this

end, we will show a reduction from the NP-complete 3-Set

Cover problem. The decision version of this problem is

defined by a universe, U ¼ fu1; . . . ; ujU jg, a collection of sets

S ¼ fS1; . . . ; SjSjg such that 8iSi � U ^ jSij ¼ 3, and an

integer k 2 N where the goal is to determine whether there

exist k elements of S the union of which equals U .

Let ðU; S; kÞ be a given instance of the 3-Set Cover problem.

Let us assume that jUj � 6, note that all instances where jU j <
6 can be solved in polynomial time. We will now construct an

instance of the Temporal Hiding problem. First, let us construct

a temporal networkG ¼ ðV;K; T Þwhere:
1) V ¼ fvy; w; y; zg [ U [ S [ S jU jþk�1

i¼1 fxig,
2) K ¼ fðz; w; 0Þ; ðvy; y; 0Þg [ S

xi2V fðvy; xi; 1Þg [S
ui2Sjfðui; Sj; 2Þg,

3) T ¼ 3.
An example of the construction of the network G is pre-

sented in Fig. 2.

Now, consider the instance ðG; vy; bA; bR; b; c;vÞ of the Tem-

poral Hiding problem, where:

1) G is the temporal network we just constructed,

2) vy is the evader,
3) bA ¼ fðz; Si; 1Þ : Si 2 V g,
4) bR ¼ ;, i.e., none of the edges can be removed,

5) b ¼ k,
6) c is the temporal betweenness centrality,

7) v ¼ 1 is the safety threshold.
Since bR ¼ ;, for any solution to the constructed instance of

the Temporal Hiding problem we must have R� ¼ ;. Hence,
we will omit mentions of R� in the remainder of the proof,

and we will assume that a solution consists just of A�.
First, let us analyze the temporal betweenness centrality

values of the nodes in G after the addition of any A � bA. Let

qA denote the number of nodes uj 2 U such that ��ðz; ujÞ <
1, i.e., the number of nodes uj 2 U such that z is connected

(via the contacts from A) with at least one node Si connected

with uj (notice that there are no other possibilities for z to

have finite average latency to a node in U). The temporal

betweenness centrality values can be computed as follows:

TABLE I
SUMMARY OF OUR COMPUTATIONAL COMPLEXITY RESULTS

Fig. 2. Construction used in the proof of Theorem 3. On the left there is an
instance of the 3-Set Cover problem, while on the right there is a network G
constructed as part of the Temporal Hiding problem instance. The blue nodes
in G correspond to the elements of the universe U , while the evader is marked
red. Dashed lines correspond to contacts at moment 0, dotted lines to contacts
at moment 1, and solid lines to contact at moment 2. Green lines depict the
contacts allowed to be added.
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1) cBðG [A; vyÞ ¼ jUjþk�1
ðn�1Þðn�2ÞT , as it belongs to the short-

est temporal paths from y to all jU j þ k� 1 nodes xi,

2) cBðG [A; zÞ ¼ jAjþqA
ðn�1Þðn�2ÞT , as it belongs to the shortest

temporal paths from w to all jAj nodes Si it is connected

with and to all qA nodes ui that can be reached from it,

3) cBðG [A; SiÞ � 6
ðn�1Þðn�2ÞT � cBðG [ A; vyÞ, for any i,

as Si can belong to the shortest temporal paths from

nodes in fz; wg to the three nodes in U that it is con-

nected with,

4) cBðG [A;wÞ ¼ cBðG [ A; yÞ ¼ cBðG [ A; uiÞ ¼
cBðG [A; xiÞ ¼ 0, for any i, as none of these nodes belong to

the shortest temporal paths between any pairs of other nodes.

Since the safety threshold is v ¼ 1, only one node has to

have greater temporal betweenness centrality than vy after he
addition of a given A � bA in order for said A to be solution to

the constructed instance of the Temporal Hiding problem.

However, notice that the only node that can have greater tem-

poral betweenness centrality than vy (and therefore higher posi-
tion in the ranking) is z. In other words, a given A � bA is a

solution to the constructed instance of the Temporal Hiding

problem if and only if we have cBðG [A; zÞ > cBðG [ A; vyÞ.
We will now show that the constructed instance of the Tem-

poral Hiding problem has a solution if and only if the given

instance of the 3-Set Cover problem has a solution.

Assume that there exists a solution to the given instance of

the 3-Set Cover problem, i.e., a subset S� � S of size k the

union of which is the universe U . We will show that A� ¼
fzg � S� � f1g (i.e., connecting z with nodes corresponding

to all sets in S�) is a solution to the constructed instance of the

Temporal Hiding problem. First, notice that after the addition

of A� there exists a time-respecting path from z to every node

uj 2 U , leading through the node corresponding to an element

Si 2 S� containing uj, with which z is now connected. Hence,

we have that qA� ¼ jU j and jA�j ¼ k, which gives us:

cBðG [ A�; zÞ ¼ jUj þ k

ðn� 1Þðn� 2ÞT >
jU j þ k� 1

ðn� 1Þðn� 2ÞT
¼ cBðG [A�; vyÞ:

Therefore, after the addition of A� node z has greater temporal

betweenness centrality than the evader. We showed that if there

exists a solution to the given instance of the 3-Set Cover prob-

lem, then there also exists a solution to the constructed instance

of the Temporal Hiding problem.

Assume that there exists a solution A� to the constructed

instance of the Temporal Hiding problem. We will show that

S� ¼ fSi 2 S : ðz; Si; 1Þ 2 A�g covers the universe U . Let us

compute the difference between cBðG [A�; vyÞ and cBðG [
A�; zÞ:

cBðG [ A�; zÞ � cBðG [A�; vyÞ

¼ qA� þ jA�j � jU j � kþ 1

ðn� 1Þðn� 2ÞT :

Since A� is a solution, z must have greater temporal

betweenness centrality than vy, implying cBðG [A�; zÞ �
cBðG [A�; vyÞ > 0, which gives us:

qA� þ jA�j þ 1 > jU j þ k:

Notice however that jA�j � k (since the evader’s budget is

b ¼ k) and that qA� � jUj (since qA� is the number of nodes in

U at finite average latency from z). Therefore, we must have

jA�j ¼ k and qA� ¼ jU j, which means that after the addition

of A� for every uj 2 U we have a node Si 2 S connected to

both z and uj (there is no other way for z to have a finite aver-

age latency to uj). Consequently, every element of the uni-

verse uj 2 U is covered by at least one set Si 2 S�, as z is

connected with a node Si only if it belongs to S�, and Si is

connected with uj only if it contains uj in the 3-Set Cover

problem instance. We showed that if there exists a solution to

the constructed instance of the Temporal Hiding problem,

then there also exists a solution to the given instance of the 3-

Set Cover problem. This concludes the proof. &

Theorem 4: Algorithm 1 is a 2-approximation for the Mini-

mum Temporal Hiding problem given the degree temporal

centrality. The bound is tight, i.e., there exists a network for

which the approximation ratio of Algorithm 1 is exactly 2.

Proof: We first give a high-level overview of Algorithm 1.

The algorithm begins its operation by using the dynamic pro-

gramming technique to compute the minimal possible size of

the solution under an assumptions that any two nodes appear-

ing as part of the contacts in bA can be connected. The solution

of this size might be impossible to obtain (either because it

does not exist, or because its computation would involve solv-

ing an NP-complete problem), but it serves as the lower bound

for a given instance of the problem. The algorithm then pro-

ceeds to compute a solution that is at most twice as costly as

the computed theoretical optimum. We conclude by showing

an instance of the problem where the identified solution is

exactly twice as big as the optimal solution, thus proving the

tightness of the algorithm bound.

We now move to the description of the algorithm. First,

notice that we can satisfy the safety threshold by lowering the

degree of vy or by increasing the degrees of other nodes (as a

given node v contributes to the safety thresholds if and only if

the difference between the degree of vy and the degree of v is

negative). Thus, removing contacts that are not incident with

vy and adding edges that are incident with vy is always subop-
timal, as in case of both these changes the difference between

the degree of the evader and all other nodes either increases or

stays the same. Hence, no solution of the optimal size will

include these types of modification and we exclude them in

lines 2-3.

Let the cost of a given solution be expressed by a number of

stubs (half-contacts), i.e., twice the number of contacts. In lines

4-27 the algorithm computes the minimal cost of a solution that

satisfies the safety threshold, under assumption that we are

allowed to connect any two stubs from contacts appearing in bA
(thus we are guaranteed that the actual optimum is greater or

equal). It does so using the dynamic programming technique.

The loop in line 4 iterates over the number of contacts removed

from the network. The algorithm fills the arrays X and Y in

order to identify Cz, the optimal cost of solution that satisfies

the safety thresholds while removing z contacts from the
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network. The value of the elementXz
i ½u; q	 is the minimal num-

ber of stubs that have to added to nodes v1; . . . ; vi so that u of

them have greater degrees than the evader, assuming that we

removed q stubs incident with them and that the degree of the

evader is jKGðvyÞj � z. The element Y z
i ½u; q	 stores the number

of stubs that are added to and removed from node vi to achieve
the solution with the cost Xz

i ½u; q	. The loop in line 7 iterates

over all nodes in the network other than the evader, while the

loop in line 9 iterates over the number of stubs removed from

the node vi. The value a computed in line 10 is the number of

stubs that have to added to node vi in order for it to contribute

towards the safety threshold, i.e., in order for it to have greater

degree than the evader. The loops in lines 11 and 12 iterate

over all values of u and q valid for arrays Xz
i�1 and Y z

i�1, and
based on them fill arrays Xz

i and Y z
i . If the addition of the

required number of a stubs is possible (test in line 13) then we

record a solution where the node vi contributes towards the

safety threshold (value u þ 1 in lines 14-15). In lines 18-19) we
record a solution where the node vi does not contribute towards
the safety threshold, but is only used to decrease the degree of

the evader. We do it only if counting towards the threshold

actually required adding any stubs (test in line 17). Finally, in

line 25 we compute the cost of the optimal solution that

removes z contacts from the network, while satisfying the

safety threshold v.

We showed that Cz� is the minimal cost of a solution that

satisfies the safety threshold, under assumption that we are

allowed to connect any two stubs from contacts appearing inbA. If no solution was found (which is tested in line 28), then

the algorithm returns ? in line 29. Otherwise, the algorithm

constructs the solution in lines 31-43. Since we removed all

contact including vy from bA, any solution that removes all

contacts from the optimal solution and adds all the stubs from

the optimal solution satisfies the safety threshold. What is

more, such a solution contains at most twice as many contacts

as the optimum (as it is possible that each stub in bA from the

optimal solution gets connected to a stub not appearing in the

optimal solution). Hence, the algorithm is a 2-approximation.

The complexity of the algorithm is Oðj bRj3nvÞ.
Notice that the approximation ratio of the algorithm cannot

be easily improved, as the main inefficiency is caused by the

way in which contacts from bA are added to the network. Add-

ing these contacts in an optimal way would involve solving

the equivalent of an NP-complete problem, namely Finding

k-Clique. More formally, assuming that we would have to add
kðk�1Þ

2 edges to increase a degree of k nodes by k� 1 each, one

can create an instance of this problem following steps that are

very similar to those used in the proof of Theorem 1).

Finally, we prove the tightness of the bound of Algorithm 1.

To this end, Fig. 3 presents an example of a network for which

the approximation ratio of the algorithm is exactly 2. Given a

safety threshold v ¼ 4, Algorithm 1 will add to the network

contacts ðv1; v2; 0Þ and ðv3; v4; 0Þ (because of the order of

nodes in hviin�1i¼1 ), whereas the optimal solution is to add the

contact ðv5; v6; 0Þ. This concludes the proof. &

Theorem 5: The Minimum Temporal Hiding problem

given the closeness temporal centrality cannot be approximated

within a ratio of ð1� �Þ lnn for any � > 0, unless P ¼ NP .

Fig. 3. Example of a network for which the approximation ratio of Algo-
rithm 1 is exactly 2. The red node corresponds to the evader. Numbers next to
edges are the moments in which the contacts occur. Green dotted lines depict
the contacts allowed to be added.

Algorithm 1: Finding a 2-approximate solution for the Mini-

mum Temporal Hiding problem given the degree temporal

centrality.

Input: Temporal networks G ¼ ðV;K; T Þ, evader vy, set of edges

allowed to be added bA, set of edges allowed to be removed bR, safety
threshold v.

Output: Solution ðA�; R�Þ to the instance ðG; vy; bA; bR; cC;vÞ of the
Temporal Hiding problem or ? if there is no solution.

1: Lethvin�1i¼1be a sequence of all nodes inV other than vy

2: bA bA n ðfvyg�V �hT iÞ
3: bR bR \ ðfvyg�V �hT iÞ
4: for z 0; . . . ; j bRj do
5: Xz

i ½u; q	  1 for every i; u; q
6: Xz

0½0; 0	  0
7: for i 1; . . . ; n� 1 do

8: fi  j bA \ ðfvig�V �hT iÞj
9: for r 0; . . . ; j bR \ ðfvyg�fvig�hT iÞj do
10: a maxð0; jKGðvyÞj�zþ1�jKGðviÞjþrÞ
11: for u 0; . . . ;minði� 1;vÞ do
12: for q  0; . . . ; z do
13: if a�fi^Xz

i�1½u;q	þa<Xz
i½uþ1;qþr	 then

14: Xz
i ½u þ 1; q þ r	  Xz

i�1½u; q	 þ a
15: Y z

i ½u þ 1; q þ r	  ða; rÞ
16: if a > 0 ^Xz

i�1½u;q	 < Xz
i ½u;qþr	 then

17: Xz
i ½u; q þ r	  Xz

i�1½u; q	
18: Y z

i ½u; q þ r	  ð0; rÞ
19: Cz  Xz

n�1½v; z	 þ 2z
20: z�  argminzCz

21: if Cz� ¼ 1 then

22: return ?
23: ðA�; R�Þ  ð;; ;Þ
24: x�  Cz� �2z�
25: u�  v

26: q�  z�

27: for i n� 1; . . . ; 1 do
28: ða; rÞ  Y z�

i ½u�; q�	
29: A�  A� [ select

�
a; bA \ ðfvig�V �hT iÞ

�

30: R�  R� [ select

�
r; bR \ ðfvyg�vi�hT iÞ

�
31: x�  x��a
32: q�  q��r
33: if jKGðviÞjþa�r > jKGðvyÞj�z�then
34: u�  u��1
35: return ðA�; R�Þ
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Proof: In order to prove the theorem, we will use the result

by Dinur and Steurer [40] that the Minimum Set Cover prob-

lem cannot be approximated within a ratio of ð1� �Þ lnn for

any � > 0, unless P ¼ NP .

We first give a high-level overview of the proof of inap-

proximability of the problem. We will show that any algo-

rithm that can approximate the Temporal Hiding problem for

the temporal closeness centrality with ratio r, can be used to

approximate the Minimum Set Cover problem with ratio r. To
this end, we take an arbitrary instance of the Set Cover prob-

lem, construct a corresponding instance of the Minimum Tem-

poral Hiding problem, and prove that their optimal solutions

are of the same size. Hence, if there would exist a sub-loga-

rithmic approximation algorithm for the Temporal Hiding

problem, this would imply an existence of a sub-logarithmic

algorithm for the Minimum Set Cover problem. However,

from the aforementioned result by Dinur and Steurer [40] we

know that such an algorithm cannot exist. Therefore, there can

be no sub-logarithmic approximation algorithm for the Tem-

poral Hiding problem.

Let X ¼ ðU; SÞ be an instance of the Minimum Set Cover

problem, where U is the universe fu1; . . . ; ujU jg, and S is a

collection fS1; . . . ; SjSjg of subsets of U . The goal here is to

find subset S� � S such that the union of S� equals U and the

size of S� is minimal.

First, we will show a function fðXÞ that based on an

instance of the Minimum Set Cover problem X ¼ ðU; SÞ con-
structs an instance of the Minimum Temporal Hiding problem.

Let us assume that jSj � 3, note that all instances where jSj <
3 can be solved in polynomial time.

Let the temporal network GðXÞ ¼ ðV;K; T Þ be defined as:
1) V ¼ fvy; zg [ U [ S [ S jU jþjSj�1

i¼1 fxig,
2) K ¼ S

xi2V fðvy; xi; 0Þg [
S

Si2V fðz; Si; 1Þg [S
ui2Sjfðui; Sj; 1Þg,

3) T ¼ 2.
An example of the construction of the network GðXÞ is pre-

sented in Fig. 4.

The formula of function f is then fðXÞ ¼ ðGðXÞ; vy; bA; bR;
c;vÞ, where:

1) GðXÞ is the temporal network we just constructed,

2) vy is the evader,
3) bA ¼ fðz; Si; 0Þ : Si 2 V g,

4) bR ¼ ;, i.e., none of the edges can be removed,

5) c is the temporal closeness centrality,

6) v ¼ 1 is the safety threshold.
Let A� be the solution to the constructed instance of the

Minimum Temporal Hiding problem fðXÞ (notice that sincebR ¼ ;, we must have R� ¼ ;). The function g computing cor-

responding solution to the instance X of the Minimum Set

Cover problem is now gðX;A�Þ ¼ fSi 2 S : ðz; Si; 0Þ 2 A�g,
i.e., S� is the set of all sets Si such that their corresponding

nodes Si are connected with z via the contacts in A
�.

Now, we will show that gðX;A�Þ is indeed a correct solu-

tion to X, i.e., that it covers the entire universe. Let qA denote

the number of nodes uj 2 U such that ��GðXÞ[Aðz; ujÞ < 1
for a given set of contacts A � bA. Centrality values after add-

ing A to the network GðXÞ are as follows:
1) cCðGðXÞ [ A; vyÞ ¼ 2ðjUjþjSj�1Þ

n�1 ,

2) cCðGðXÞ [ A; zÞ ¼ 2ðjSjþqAÞ
n�1 ,

3) cCðGðXÞ [ A; SiÞ � 2ðjU jþ1Þ
n�1 < cCðGðXÞ [A; vyÞ for

every Si 2 V ,

4) cCðGðXÞ [ A; uiÞ ¼ 2ðjfSj2S:ui2SjgjÞ
n�1 � 2jSj

n�1 <
cCðGðXÞ [ A; vyÞ for every ui 2 V ,

5) cCðGðXÞ [ A; xiÞ ¼ 2
n�1 < cCðGðXÞ [ A; vyÞ for every

xi 2 V .

Therefore, the safety threshold v is satisfied if and only if

cCðGðXÞ [ A; zÞ > cCðGðXÞ [ A; vyÞ, which is the case

when qA ¼ jUj. Hence, if A� is a solution to fðXÞ, then for

every node uj there exists a node Si such that ðz; Si; 0Þ 2 A�

and uj is connected with Si. However, because of the way we

constructed the network GðXÞ, this can only be the case when

uj 2 Si in the given instance X of the Minimum Set Cover

problem. Therefore, for every element of the universe uj there

exists a set Si such that uj 2 Si and Si in gðX;A�Þ, which
implies that gðX;A�Þ is a solution to the given instance X of

the Minimum Set Cover problem, i.e., it covers the universe.

What is more, since jgðX;A�Þj ¼ jA�j, we also have that the

optimal solutions to both instances are of the same size.

Now, assume that there exists an r-approximation algorithm

for the Minimum Temporal Hiding problem where r ¼
ð1� �Þ ln j bAj for some � > 0. Let us use this algorithm to solve

the constructed instance fðXÞ and consider solution gðX;A�Þ to
the given instanceX of the Minimum Set Cover problem. Since

the size of the optimal solution is the same for both instances,

we obtained an approximation algorithm that solves Minimum

Set Cover problem to within ð1� �Þ lnn for � > 0. However,
Dinur and Steurer [40] showed that the Minimum Set Cover

problem cannot be approximated within a ratio of ð1� �Þ lnn
for any � > 0, unless P ¼ NP . Therefore, such approximation

algorithm for the Minimum Temporal Hiding problem cannot

exist, unlessP ¼ NP . This concludes the proof. &

Theorem 6: The Minimum Temporal Hiding problem given

the betweenness temporal centrality cannot be approximated

within a ratio of ð1� �Þ lnn for any � > 0, unless P ¼ NP .

V. EMPIRICAL ANALYSIS

In this section, we present the experimental analysis of the

problem using simulations.

Fig. 4. Construction used in the proof of Theorem 5. On the left there is an
instance X of the Minimum Set Cover problem, while on the right there is a
network GðXÞ constructed as part of the Minimum Temporal Hiding problem
instance. The blue nodes in GðXÞ correspond to the elements of the universe
U , while the evader is marked red. Dotted lines correspond to contacts at
moment 0, and solid lines to contact at moment 1. Green lines depict the con-
tacts allowed to be added.
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A. Datasets

In our simulations we consider a number of real-life tempo-

ral network datasets. All datasets are presented in Table II.

Given that the time resolutions of different datasets are

vastly different, we perform the following normalization pro-

cedure. We divide the time interval between the first and the

last timestamp in the original dataset into 1000 equal subin-

tervals. For each pair of nodes we consider them to have con-

tact at time step t if and only if the t-th subinterval contains at

least one contact in the original dataset. The length of the time

interval of such normalized dataset is then T ¼ 1000.
The third column of Table II contains the number of con-

tacts after performing the normalization procedure. Such nor-

malized datasets are then used in the simulations.

B. Heuristics

As discussed in Section IV, the task of finding an optimal

way to hide from temporal centralities is computationally

intractable. Hence, we now consider a number of heuristic sol-

utions that add or remove contacts from the network in the

hope of improving the concealment of the evader. In these

heuristics all random choices are made uniformly:

Remove Random Randomly selects a neighbor of the

evader, then removes one of the contacts with it (cho-

sen randomly).

Remove Min Removes one of the contacts (chosen ran-

domly) with a neighbor who has the smallest number of

contacts with the evader.

Remove Max Removes one of the contacts (chosen ran-

domly) with a neighbor who has the greatest number of

contacts with the evader.

Add Random Randomly selects a neighbor of the

evader, then adds another contact with it (the moment

of which is chosen randomly).

Add Min Adds a contact (the moment of which is cho-

sen randomly) with a neighbor who has the smallest

number of contacts with the evader.

Add Max Adds a contact (the moment of which is cho-

sen randomly) with a neighbor who has the greatest

number of contacts with the evader.

Add New Adds a contact (the moment of which is cho-

sen randomly) between the evader and its second degree

neighbor (chosen randomly), i.e., a node that has at least

one common neighbor with the evader, but is not the

evader’s neighbor.

For both adding and removing contacts we consider one

heuristic selecting contacts to add or remove uniformly at ran-

dom, and a few with a more strategic approach, focused either

on finding new neighbors or on minimizing/maximizing the

degree of the affected neighbor.

C. Basic Simulations

Given a temporal network G and a centrality measure c, we
select 10 top nodes in the centrality ranking as the potential

evaders. We then attempt to hide each such evader vy using
each of the considered heuristics described above. For each

heuristic, we add or remove 5% of the evader’s contacts (at

least ten for nodes with exceptionally few contacts).

We measure the following values before and after the hid-

ing process:

1) the position of vy in the ranking of c; this value serves as
a measure of how well vy is able to hide from c,

2) the influence of vy over the network, measured as the

average probability that vy gets infected if a Suscepti-

ble-Infected process starts in a different node times the

expected number of infected nodes if a Susceptible-

Infected process starts in vy (we consider the process in
which the probability of infection is 10%); this value

serves as a measure of the influence of vy over the

network.

We repeated the simulation 100 times for each network and

presented the results as averages.

Fig. 5 presents the results of our simulations regarding the

trade-off between hiding (measured using the centrality rank-

ing) and influence (measured using the Susceptible-Infected

process). As shown in the figure, in the vast majority of cases,

the removal of contacts results in the evader being more hid-

den, i.e., dropping in centrality ranking and becoming less

influential (see how the data points corresponding to the

removal heuristics are mostly grouped in quadrant II of the

figure). At the same time, adding contacts to the network has

TABLE II
DATASETS CONSIDERED IN THE SIMULATIONS
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the opposite effects, i.e., the evader becomes more influential

and more exposed to temporal centrality analysis (see how the

data points corresponding to the addition heuristics are mostly

grouped in quadrant IV of the figure). It suggests a centrality-

influence trade-off in temporal networks. When comparing

the effects of heuristics performing random changes, be it

adding or removing contacts, with those performing strategic

manipulation, i.e., Add/Remove Min/Max and Add New heu-

ristics, we can see that using strategic heuristics result in a

more pronounced effect, i.e., the magnitude of change in cen-

trality ranking or influence value is greater than in the case of

their random counterparts. If the goal is to hide from temporal

Fig. 5. Effects of hiding the top 10 nodes in each centrality ranking. Smaller plots present results for different real-life networks. The large central plot presents
data averaged over all networks (with each point corresponding to an average over nodes at a particular position in the ranking of a given centrality). The y-axis
corresponds to the change in the evader’s centrality ranking relative to the number of all nodes (with positive values indicating that the evader becomes better
hidden due to the heuristic). The x-axis corresponds to the evader’s influence relative to their initial influence. Different colors correspond to centrality measures,
while various shapes correspond to heuristics.
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centralities, the Remove Min heuristic offers the best perfor-

mance on average, probably as it can easily lead to disconnect-

ing the evader from one of their neighbors completely. On the

other, executing the Add New heuristic does not help the

evader to hide, but is most effective in increasing the evader’s

influence over the network. Finally, when comparing different

centrality measures, the betweenness centrality is, on average,

the most sensitive to manipulation, i.e., executing the hiding

process results in the greatest change in the betweenness cen-

trality ranking. The next most sensitive centrality measure is

the closeness centrality, with the degree and the eigenvector

centrality measures being the most resilient on average.

D. Regression Analysis

The results of the simulations presented so far give us some

insight into how effective different hiding heuristics can be.

Still, they do not explain what qualities of the evader deter-

mine how successfully it can hide from temporal centralities.

To this end, we now perform the regression analysis of the

hiding process. Since the analysis presented in the previous

section showed that only removal heuristics successfully hide

the evader, we will focus our attention on them.

For each node considered an evader in our experiments, we

compute several descriptors, i.e., its characteristics relating to

its contacts and the network structure in which it is embedded.

We consider four different categories of descriptors: time evo-

lution, edge activity, node activity, and network structure. All

descriptors are presented in Table III.

Fig. 6 presents the regression coefficients computed using

the Lasso regression methods [58]. Since the Lasso regression

performs variable selection, not all descriptors appear in the

figure (the coefficients for the omitted descriptors are deemed

zero). As seen from the figure, the exact values of the coeffi-

cients depend on the temporal centrality under consideration.

Nevertheless, we can see some trends.

There are two node descriptors that show strong positive

correlation with the evader’s ability to hide for the majority of

the temporal centralities. The first of these descriptors is the

average intercontact time of the evader’s contacts nm, while

the other is the average number of other contacts between two

consecutive contacts over the evader’s contacts hm. Interest-

ingly, both of them describe the distribution of the entirety of

the evader’s contacts over time (see how they belong to the

“node activity” type in Table III), rather than focusing on the

contacts with each neighbor separately (as for the “edge

activity” type in Table III). This result suggests that nodes

who wish to hide from temporal centrality measures should

space out their contacts evenly in time.

When it comes to the descriptors that show negative corre-

lation with hiding abilities, they vary greatly between the cen-

trality measures. Interestingly, the local clustering coefficient

TABLE III
TEMPORAL NODE DESCRIPTORS
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of the evader z has positive regression coefficient values for

more locally-oriented centralities, i.e., degree and eigenvector,

but negative values for more global centralities, i.e., closeness

and betweenness. This finding suggests that the knowledge

about which centrality measure will be used to analyze the

network may be very valuable for the hiding node.

VI. CONCLUSION

In this article, we analyzed both theoretically and empiri-

cally the problem faced by an evader—a member of a tempo-

ral social network who wishes to avoid being detected by

temporal centrality measures. As part of the theoretical analy-

sis, we defined the decision and the optimization versions of

the problem faced by the evader. We proved that the decision

version is NP-complete even for very basic temporal centrality

measures. As for the optimization version, we presented a 2-

approximation algorithm for the degree temporal centrality

while showing that the problem is inapproximable within log-

arithmic bounds for the closeness and betweenness centrality

measures. As part of the empirical analysis, we compared the

effectiveness of several hiding heuristics in real-life temporal

social networks, finding that removing existing contacts is sig-

nificantly more effective in avoiding detection by temporal

centralities than adding new contacts. Moreover, using regres-

sion analysis, we determined that the nodes whose contacts

are more distributed throughout the analyzed period are, on

average, more successful in obscuring their central position in

the network. More broadly, our study contributes to the litera-

ture on hiding from social network analysis tools by consider-

ing temporal networks, which are not only more general, but

also much more challenging to analyze compared to static

networks.

Our findings suggest that while it is computationally infea-

sible to find an optimal way of hiding from temporal centrality

measures, skillful manipulation of one’s contacts can still help

maintain some semblance of safety even when utilizing heu-

ristic solutions. At the same time, considering the temporal

aspects of the network activity offers much more diverse ways

of hiding one’s importance. Whereas in a static network, a

member of the network can only decide who to connect or

avoid, in a temporal network, they can also determine the dis-

tribution of the contacts, thus creating a much richer strategic

space that should be further analyzed in the future research.
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