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Abstract—In this paper, we present a computational analysis
of the problem of attacking sign prediction, whereby the aim of
the attacker (a network member) is to hide from the defender
(an analyst) the signs of a target set of links by removing the
signs of some other, non-target, links. The problem turns out to
be NP-hard if either local or global similarity measures are used
for sign prediction. We propose a heuristic algorithm and test its
effectiveness on several real-life and synthetic datasets.

We prove that all these problems are NP-hard for both local
and global similarity measures in their unrestricted versions.
Given the computational intractability of the problems, we
propose a variant of a heuristic algorithm for evading local
similarity-based link prediction in signed networks, the Tally
heuristic. We evaluate the heuristic on real-life and synthetic
network datasets and show their effectiveness.

I. I NTRODUCTION

II. BACKGROUND

A number of works have recently studied how the graphs can
be manipulated to make unwarranted information gathering
harder. The literature focused, in particular, on the adversarial
analysis of centrality measures [1]–[4], link prediction algorithms [5]–[7] and community detection algorithms [2], [8],
mostly in the context of simple networks.Thus far, however,
problems of this kind have not been studied in the context
of signed networks. In these networks, links are labelled
with plus and minus signs representing positive and negative
relations between the nodes. Signed networks are often used to
model social networks [9], where positive links indicate friendship/support and the negative ones—antagonism/opposition.
A particularly interesting challenge in the context of signed
networks is the problem of sign prediction. It involves determining whether a particular link (the label of which is so far
unknown or missing) should be assigned a positive or negative
label [10]–[13]. Sign prediction can be viewed as analogous
to the problem mentioned above of link prediction in unsigned
networks, where the aim is to anticipate the existence of
links that are missing from the data or that are yet to be
created [14]. A large class of methods for link prediction
builds upon local and global measures of node similarity in
networks. The former class of similarity measures focuses
on the common neighborhood of two seemingly disconnected
nodes. In turn, global similarity measures take into account the
entire network. Measuring similarity between nodes becomes
more challenging in signed networks [15], as not only the
size of the common neighborhood plays the role, but also the
composition of “friends” and “foes” within it.
Against this background, we present the ﬁrst computational
analysis of attacking sign prediction, where we focus on
the case of undirected signed networks. We formalize ﬁve
computational problems in which the attacker aims to hide
or obfuscate from the network analyst the signs of links in a
ﬁxed target set by removing the signs of some non-target links.

Let graph G = (V, E) represent an (unsigned) social network,
where V is the set of nodes, E is the set of links. A similarity
measure is a function that assigns to any pair of nodes a real
value that reﬂects the similarity between them. Two main types
of similarity measures can be distinguished: local and global.
The former ones focus on the direct neighborhood of the nodes
in question. In contrast, global similarity measures take into
account the entire graph. An example is the Katz measure [16].
In this paper we focus on similarity measures deﬁned for
signed social networks that are represented by graphs in which
links additionally have labels, either positive or negative.
Formally, a signed social network is a graph G = (V, E, σ),
where σ : E → {+, −} is a sign function on the links.
Furthermore, let us denote by N+ (v) and N− (v) the positive
and negative neighborhood of a node v ∈ V , i.e.:
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N+ (v) = {w ∈ V : {v, w} ∈ E & σ({v, w}) = +},
N− (v) = {w ∈ V : {v, w} ∈ E & σ({v, w}) = −}.

and

Given these deﬁnitions, we can introduce a notion of similar
common neighborhood of u, v ∈ V , denoted cs (u, v), i.e. the
set of nodes adjacent to both u and v connected to them with
the links of the same signs. Formally:
cs (u, v) = (N+ (u) ∩ N+ (v)) ∪ (N− (u) ∩ N− (v)).
Analogously, let cd (u, v) denote the dissimilar common
neighborhood of u, v ∈ V , i.e. the set of nodes connected
to both u and v with the links of the opposite signs. Formally:
cd (u, v) = (N+ (u) ∩ N− (v)) ∪ (N− (u) ∩ N+ (v)).
Let dv denote the degree of the node v, i.e., the number of v’s neighbors. We will also use d+ (v) (d− (v)) to
denote the number of the neighbors of v with which v
has a positive (negative) connection, i.e. d+ (v) = |N+ (v)|
(d− (v) = |N− (v)|). Let the positive (negative) preferential
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attachments between u and v be denoted as PA+ (u, v) =
d+ (u) · d+ (v) (PA+ (u, v) = d− (u) · d− (v)).
While there are many local similarity measures for unsigned
networks [17], only recently some of their counterparts for
signed networks have been analyzed in the literature [15], [18]:
Signed Common Neighborhood (SCN, see [19], [15]):
SCN(u, v) = |cs (v, u)| − |cd (v, u)|
= (|N+ (u) ∩ N+ (v)| + |N− (u) ∩ N− (v)|) +
− (|N+ (u) ∩ N− (v)| + |N− (u) ∩ N+ (v)|) .
•

Signed Jaccard (SJ, see [15]):
SJ(u, v) =

+

Bl+1 := Bl · A + Ul · A− ;

w3

Fig. 1: Three sample signed networks. The weights of the
colored dashed links are the SCN scores of the pairs of nodes
{u1 , u4 }, {v1 , v4 }, and {w1 , w4 }. In contrast, the unsigned
counterpart of SCN, i.e. the Common Neighborhood measure,
outputs a score equal to 2 in all the three cases.

•

B1 := A+ ; U1 := A− ;

w4
−

|cs (u, v)| − |cd (u, v)|
.
|N (u)+ ∪ N (u)− ∪ N+ (v) ∪ N− (u)|

To illustrate the difference between the above two measures
for signed networks and their counterparts for unsigned networks let us consider the graphs in Figure 1. Let us ﬁrst
disregard signs of links as standard similarity measures do.
Then, in all the three graphs, pairs {v1 , v4 }, {u1 , u4 }, and
{w1 , w4 } have 2 common neighbors and this would be the
value of the common neighborhood similarity measure for
unsigned graphs. However, when we take into account the
signs of link, the values of SCN for these pairs are 2, −2,
and 0, respectively. The value of SJ({u, v}) is equal to the
quotient of SCN({u, v}) by the cardinality of the sum of all
signed neighborhoods of u and v.
We now move to discussing the global similarity measures
for signed networks. Let A = (aij )vi ,vj ∈V denote the adjacency matrix of a given signed graph, where aij = 1 if
σ({vi , vj ) = +, where aij = 0 if {vi , vj } ∈ E, and where
aij = −1 if σ({vi , vj }) = −. Furthermore, let A+ (A− )
denote the adjacency matrix of positive (negative) links in the
graph, i.e. aij = 1 if σ({vi , vj }) = + (σ({vi , vj }) = −)
and 0 otherwise. According to the balance theory [20], a path
between two nodes in the graph is balanced if it contains an
even number of negative links and it is unbalanced otherwise.
For a given signed graph G, we can deﬁne the matrices Bl and
Ul , the entries of which are the numbers of balanced and unbalanced paths of length l, respectively, i.e., Bl = (blij )vi ,vj ∈V ,
and Ul = (ulij )vi ,vj ∈V , where blij (ulij ) is the number of paths

Ul+1 := Ul · A+ + Bl · A− .

Having deﬁned Bl and Ul , we can now deﬁne a signed version
of the Katz global similarity measure:
• Signed Katz (SK, see [15]):
SK(vi , vj ) =

∞


β l (blij − ulij ),

l=1

where β ∈ (0, 1) is a parameter that gives an exponential
decay on the count of paths with their length increasing.
III. ATTACK M ODEL


Let G = (V, E, σ(E)) be a signed graph and let H ⊆ (V ×
V ) \ E be a set of pairs of nodes not in E. Assume that
the pairs of nodes {u, w} ∈ H are actually linked, i.e., we
consider the graph G = (V, E ∪ H, σ(E)). Now, the links in
H are the attacker’s target. Speciﬁcally, the aim of the attacker
is to make the sign in H as much difﬁcult to predict as possible
by the defender. To do so, the attacker is allowed to remove
the signs of no more than k links in E.
We formalize our computational problems as follows:
Problem 1 (NEUTRALIZING SIGN PREDICTION (NSP)).
Given a signed graph G = (V, E ∪ H, σ(E)), where H ⊆
(V ×V )\E is the attacker’s target set of links, a subset D ⊆ E
of links the signs of which can be deleted, an integer k ≤ |D|
denoting the budget of the attacker, i.e., the maximum number
of signs which can be deleted, and a non-negative real number
r, decide if there exists a subset C ⊆ D such that |C| ≤ k
and such that for all {u, v} ∈ H it holds that
|sim (u, v)| ≤ r,
for a similarity measure sim : V × V → R, where
sim (u, v) denotes the value of similarity sim(u, v) in G =
(V, E ∪ H, σ(E \ C)). An instance of this problem is a tuple
(G, H, D, k, r).
Problem 2 (NEUTRALIZING SIGNED COMMON NEIGHBORHOOD (NSCN)). NSCN is a variant of NSP in which
we ask if there exists a subset C ⊆ D such that |C| ≤ k and
such that for all {u, v} ∈ H it holds that for some r ∈ R:
|cs (u, v)| − |cd (u, v)| ≤ r.
Secondly, we ask if it possible to completely eliminate the
signed common neighborhood of all the pairs in the target set.
Problem 3 (ELIMINATING SIGNED COMMON NEIGHBORHOOD (ESCN)). ESCN is a variant of NSP in which
we ask if there exists a subset C ⊆ D such that |C| ≤ k and
such that for all {u, v} ∈ H it holds that:
cs (u, v) ∪ cd (u, v) = ∅.
An instance of this problem is a tuple (G, H, D, k).
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Fig. 2: The illustration of the reduction from VC to NSP in
the proof of Theorem 1. The set of nodes {x1 , x3 , x6 } forms
a vertex cover of the graph G = (X, EX ) on the left. Let
us consider now the graph (V, EV , σ) on the right and let us
deﬁne the pairs in the target set H as corresponding to the
links in EX , i.e. {vi , vj } ∈ H iff {xi , xj } ∈ EX . Removing
the signs of the links connecting v1 , v3 and v6 to u makes the
SCN of all the pairs in H equal to 0.
Note that for the SCN or SJ similarity measures, a positive
solution to ESCN is also a positive solution both to the NSCN
and NSP problems with r = 0.
We also study an interesting version of NSP that takes into
consideration the sum of moduli of the similarity scores of all
the pairs in the target set:
Problem 4 (NEUTRALIZING TOTAL SIGN PREDICTION
(NTSP)). Given G, H, D, k, and r as in Problem 1, decide
if there exists C ⊆ D such that |C| ≤ k and such that:

|sim (u, v)| ≤ r.
{u,v}∈H

An instance of this problem is a tuple (G, H, D, k, r).
Finally, we also analyze a variant of the problem, where
the goal of the attacker is to reverse the sign of the similarity
score of the links from the target set.
Problem 5 (REVERSING SIGN PREDICTION (RSP)).
Given G = (V, E ∪ H, σ), H ⊆ (V × V ) \ E, D ⊆ E, k,
and r as in Problem 1, decide if there exists C ⊆ D such that
|C| ≤ k and such that for all {u, v} ∈ H it holds that
sgn(sim (u, v)) = −sgn(sim(u, v)).
An instance of this problem is a tuple (G, H, D, k).
IV. C OMPLEXITY A NALYSIS
In this section we ﬁrst show that all the problems are NP-hard.
We then analyze parameterized complexity.
A. NP-Hardness Results
We begin by demonstrating that NSP is NP-hard for local
metrics, even for the most restricted case, and that NSCN and
ESCN are NP-hard as well:
Theorem 1. Let sim be a local similarity measure such that,
for any G = (V, E, σ) and any u, v ∈ V , it holds that:
|cs (u, v)| − |cd (u, v)| = 0 =⇒ sim(u, v) = 0,

Proof. We will prove a stronger result which says that even
attacking similarity-based sign prediction by eliminating common signed neighborhood (i.e. making cs (u, v) ∪ cd (u, v) = ∅
for all u, v ∈ H) is NP-hard. The theorem trivially follows.
We reduce from the VERTEX COVER problem (VC) which
is to decide, for a given graph G = (X, EX ) and an integer
k ∈ N whether there exists a vertex cover of G of size at most
k, i.e. a subset U ⊆ X with |U | ≤ k such that each link in
EX is incident to some node from U . Let I = (G, k) be an
instance of VC. Assume |X| = n and ﬁx any numbering of
X, that is let X = {x1 , . . . , xn }. First, we construct a signed
graph (V, EV ∪ H, σ(EV )). The set of nodes V is made of
the original nodes: for each node xi ∈ X construct its copy
vi ∈ V , and a root node: a fresh single element u ∈ V . The
set of links EV and their signs σ is deﬁned as the set of root
links: for each i ≤ n we construct a positive link between u
and vi . Let the target set H be the copy of the set EX , and set
D := EV . Finally, let the budget of links, in the constructed
instance of NSP, be equal to k.
We now show that the reduction is correct. Suppose (G, k)
is a “yes” instance of VC. We ﬁrst prove that then (V, EV ∪
H, σ(EV )) is a “yes” instance of NSP. Let U ⊆ X with
U = {xi1 , . . . , xik } be a vertex cover of G of size k. In such
the case, the attacker removes the positive signs of the links
(vij , u) for all j ≤ k. We now claim that for all pairs in the
target set, i.e. for each {vi , vj } ∈ H, the value of sim(vi , vj )
is equal to 0, since the similar common neighborhood of vi and
vj is empty, i.e. cs (vi , vj ) = ∅. Indeed if {vi , vj } ∈ H, then
by construction, {xi , xj } ∈ EX . By the deﬁnition of vertex
cover, at least one of the nodes xi , xj is in U . This means
that either the sign of the link {vi , u} or {vj , u} is removed.
Therefore, since before the sign removal, cs (vi , vj ) = {u},
now we have that cs (vi , vj ) = ∅, and thus sim (vi , vj ) = 0.
For the other direction, suppose that for each vi , vj ∈ H
we have sim(vi , vj ) = 0 after deleting at most k signs
of links in the graph (V, EV , σ). We will now demonstrate
that then there is a vertex cover of size at most k in the
graph G = (X, EX ). Indeed, since all the links had the
positive sign, from the fact that sim(vi , vj ) = 0 holds for
all vi , vj ∈ H it follows that cs (vi , vj ) = ∅ after the removal
of some signs. But this implies that the links signs of which
are removed are of the form {v, u} for v ∈ dom(H), since
for each pair vi , vj ∈ H, their similar common neighborhood
before the removal was cs (vi , vj ) = {u}. Let the links
with their signs removed be {vi1 , u}, {vi2 , u}, . . ., {vik , u}.
We claim that U = {xi1 , . . . , xik } is a vertex cover of
G. Indeed, let {xl , xm } ∈ EX be any link from G. Then,
by assumption{vl , vm } ∈ H. Since after the sign removal
cs (vl , vm ) = ∅, one of the links {vl , u} or {vm , u} had its sign
removed, but by construction this means exactly that either xl
or xm belongs to U . Since the choice of the link was arbitrary,
this end the proof.

(1)
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Algorithm 1 Tally heuristic
Input: a signed network G, the target set of pairs to be hidden
H, the set links the signs of which can be removed D ⊆ E,
the number of signs that can be removed k, and the positive
contribution condition φ(u, w, v) : V × V × V → {0, 1}.
1: for i = 1, . . . , k do
2:
for {v, w} ∈ E do
3:
g({v, w}) := 0
4:
for {u, w} ∈ H do
5:
for v ∈ cs (u, v) ∪ cd (u, v) do
6:
if φ(u, w, v) then
7:
g({v, u}) := g({v, u}) + 1
8:
g({v, w}) := g({v, w}) + 1
9:
else
10:
g({v, u}) := g({v, u}) − 1
11:
g({v, w}) := g({v, w}) − 1
12:
{v ∗ , w∗ } := arg max{v,w}∈D g({v, w})
13:
if g({v ∗ , w∗ }) > 0 then
14:
σ := σ \ {σ({v ∗ , w∗ })}

Name
Bitcoin Alpha
Bitcoin OTC
Wikipedia RFA
Slashdot
Epinions
Wikipedia trust

Nodes

Links

Negative signs percentage

3, 775
5, 875
11, 379
79, 116
119, 130
137, 740

14, 120
21, 489
181, 041
467, 731
704, 267
715, 334

9.59%
14.94%
26.75%
25.38%
17.10%
12.25%

TABLE I: Basic characteristics of real-life datasets used.
that we call the Tally heuristic.
One of the arguments of the Tally heuristic is the positive
contribution condition φ(u, w, v) that decides whether the
removal of a sign from link {u, v} or {w, v} has a desired
effect on the link {u, w} ∈ H. We use the following formula
φ for the NSP problem:
φ(u, w, v) = (SCN(u, w) > 0 ∧ v ∈ cs (u, v))
∨ (SCN(u, w) < 0 ∧ v ∈ cd (u, v))
and the following φ for the RSP problem:
φ(u, w, v) = (σ(u, w) = + ∧ v ∈ cs (u, v))
∨ (σ(u, w) = − ∧ v ∈ cd (u, v)) .

Corollary 1. ESCN is NP-hard. NSCN is NP-hard, even
when r = 0 and if sim is a local measure satisfying the
condition 1. Then, NTSP is NP-hard, even when r = 0.

VI. E XPERIMENTAL E VALUATION
In this section, we evaluate the effectiveness of the heuristic
presented in the previous section using simulations on both
randomly-generated and real-life networks. Table I contains
information about preprocessed datasets.

A modiﬁcation of the above reduction allows us to prove
the following result (that applies e.g. to both SCN and SJ):
Theorem 2. Let sim be a local similarity measure such that,
for any signed graph G = (V, E, σ) and any u, v ∈ V , it
holds that:
sgn(sim(u, v)) = sgn(|cs (u, v)| − |cd (u, v)|)

A. Datasets
In our simulations we consider the following real-life signed
networks datasets: Bitcoin Alpha [21], Bitcoin OTC [21],
Wikipedia RFA [22], Slashdot [23], Epinions [24], and
Wikipedia trust [25].We also consider the three typical types
of randomly-generated networks: Barabási-Albert, ErdősRényi, and Watts-Strogatz networks.
Unless stated otherwise, we consider randomly generated
networks with 2000 nodes and the average degree of 30. We
set the sign of 10% of the links (chosen uniformly at random)
to minus, with all remaining links sign set to plus. We chose
this value as it reﬂects the percentage of negative links in the
real-life signed networks datasets.

(2)

Then, RSP is NP-hard.
As it turns out, computing the solution to N SP for signed
global measures is hard as well—the following negative result
holds for Signed Katz, by a reduction from the HAMILTONIAN CYCLE problem:
Theorem 3. The NSP problem for the Signed Katz measure
is NP-hard, even if the target set H contains only one link.
The computational results have been so far negative. We
can show now that when the target set of links H is induced
by a set of important nodes U in the sense that H is simply
the set of pairs between all nodes in U , i.e. H = U × U , then
some of the problems become tractable. Speciﬁcally:

B. Experimental Procedure
We now describe the experimental procedure of our simulations. Given an undirected signed network we ﬁrst select the
set of links H the sign of which we will attempt to hide.
We consider two different ways of selecting the set H: either
uniformly at random or as the links with the greatest values
of the SCN score. In the simulations we select 50 links to be
the elements of H.
We then use the Tally heuristic presented in the previous
section in an attempt to hide the signs of the links in H. We
compare the results of the Tally heuristic to a random baseline,
that removes a sign from a random link incident with at least
one link in H. We set the hiding budget to be the same as the

Theorem 4. Assume that in an instance of ESCN (or NSCN),
D = EG , and that the target set H consists solely of all
the links between any two nodes in some set U ⊆ V , i.e.,
H = {{u, v} : u, v ∈ U }. Then, there exists a polynomialtime algorithm for solving ESCN (or NSCN).
V. T HE TALLY H EURISTIC
Given the intractability of the NSP and RSP problems shown
in the previous section, we now propose a heuristic solution
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size of H. During the hiding process we record the absolute
value of the SCN score for the NSP problem instances, and
the difference between the initial SCN score and the current
SCN score for the RSP problem instances.
For the real-life network datasets we run the process for
1000 different sets H per selection criterion (i.e., either H
selected uniformly at random or as the links with greatest
SCN scores). For each random network generation model we
generate 100 different networks, and for each of them we
select 10 different sets H per selection criterion.
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Fig. 3: Decrease of the sum of the absolute SCN scores of
the links in H after the entire hiding process for the NSP
problem instances (large values indicate better effectiveness
of the heuristic). The left plot corresponds to H selected as
the links with the greatest SCN scores, while the right plot
to H selected uniformly at random. Error bars represent the
95%-conﬁdence intervals.
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Fig. 4: The performance of the heuristics in random networks
with varying size and average degree for NSP problem instances. The y-axis represents the relative sum of the absolute
SCN scores of the links in H after the hiding process (small
values indicate better effectiveness of the heuristic), while the
x-axis represents either the changing size of the network (left
column) or the average degree of the nodes (right column).
Colored areas represent the 95%-conﬁdence intervals.

C. Simulation Results
When considering the NSP problem instances, Figure 3 compares the drop in the SCN scores at the end of the hiding
process. As can be seen, the Tally heuristic is signiﬁcantly
more effective than the random approach. Moreover, hiding
links that are chosen uniformly at random is on average much
more effective than the attempt to hide links with very high
SCN scores from the beginning.
Figure 4 allows us to investigate the effectiveness of the
heuristics in random network with varying size and density.
As can be seen, hiding signs in the NSP setting is generally
more effective in sparse networks. As for the size of the
network, trends observed in our simulations are less uniform.
In Watts-Strogatz networks the hiding process is more effective
in smaller networks, while in their Erdős-Rényi counterparts
the same is true in larger structures. Interestingly, in BarabásiAlbert networks hiding is more effective in larger networks
when the links to be hidden are selected uniformly at random,
but more effective is smaller networks when said links are
those with greatest SCN scores.
Figures 5 presents the comparison of the effectiveness of
the heuristics in the RSP setting. As in the NSP simulations,
the Tally heuristic is signiﬁcantly more effective than the
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Fig. 5: The summed up difference in the SCN values of the
links in H after the hiding process for the RSP problem
instances (large values indicate better effectiveness of the
heuristic). The left plot shows H selected as the links with the
greatest SCN scores, while the right plot H selected uniformly
at random. Error bars represent the 95%-conﬁdence intervals.
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Fig. 6: The performance of the heuristics in random network
with varying size and average degree for RSP problem instances. In each plot the y-axis represents as the summed
up difference in SCN values of the links in H (large values
indicate better effectiveness of the heuristic), while the x-axis
represents either changing size of the network (left column) or
average degree of the network nodes (right column). Colored
areas represent the 95%-conﬁdence intervals.
random alternative. Figure 6 presents the results of the RSP
simulations in randomly generated networks with varying size
density. The general trends remain consistent for both hiding
random links and links with high SCN scores: on average the
hiding process is more effective in small and dense networks.
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