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Is everything OK with the 
hardware and myself?*

*Power-On Self Test



BIOS

Beeep!

...0xaa55

Is everything OK with the 
hardware and myself?*

Where is a boot device?

*Power-On Self Test
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An extended partition is a primary partition that has been divided up into logical partitions as 
a means of creating more partitions than the four that would otherwise be possible.



MBR
a special type of boot sector at the very beginning of partitioned computer mass storage devices

boot loader

pa
rt

iti
on

 #
1

pa
rt

iti
on

 #
2

pa
rt

iti
on

 #
3

pa
rt

iti
on

 #
4

0x
aa

55

16 bytes

start sector end sector



Cylinder-Head-Sector



MBR
a special type of boot sector at the very beginning of partitioned computer mass storage devices

boot loader

pa
rt

iti
on

 #
1

pa
rt

iti
on

 #
2

pa
rt

iti
on

 #
3

pa
rt

iti
on

 #
4

0x
aa

55

16 bytes

start sector end sector

Cylinder: 0 -  1023

Head: 0 -  254

Sector: 1 -  63

1024*255*63*512 bytes = ~7,84 GiB



http://www.invoke-ir.com/2015/05/ontheforensictrail-part2.html

(232 + 232)* 512 B = 2 TB

http://www.invoke-ir.com/2015/05/ontheforensictrail-part2.html


GUID Partition Table

★ 64-bit values for addressing purposes (Logical Block Addresses instead of CHS system), 

which can address up to 9.4 zettabytes (ZB)

★ Support for multiple partitions, 128 partitions in most configurations.

★ Backup GPT header tables (the secondary header table can still be accessed, if 

the GPT header at the beginning of the device has been deleted by accident).

★ Use of a protective MBR at LBA Sector 0 for assuring backwards compatibility.

https://www.thomas-krenn.com/en/wiki/GUID_Partition_Table

https://www.thomas-krenn.com/en/wiki/GUID_Partition_Table
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Bootloader

★ Collects information needed by the operating system.

★ Sends the kernel code to the physical memory.

★ Moves the context flow to the kernel.



Bootstrapping

BIOS

MBR bootloader

2nd -stage bootloader

program #4



Bootloader

★ Collects information needed by the operating system.

★ Sends the kernel code to the physical memory.

★ Moves the context flow to the kernel.

https://www.centos.org/docs/rhel-rg-en-3/s1-grub-lilo.html

LILO:  LInux LOader

https://www.centos.org/docs/rhel-rg-en-3/s1-grub-whatis.html

GRUB: GRand Unified Boot loader

https://www.centos.org/docs/rhel-rg-en-3/s1-grub-lilo.html
https://www.centos.org/docs/rhel-rg-en-3/s1-grub-whatis.html
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Real-mode

The mode of 8086 architectures:

★ 1 MiB of memory

★ 16-bit registers

address = segment * 16 + offset

12ab:34cd

mov es:[si], ax
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Unified Extensible Firmware Interface

https://www.howtogeek.com/56958/htg-explains-how-uefi-will-replace-the-bios/

https://www.happyassassin.net/2014/01/25/uefi-boot-how-does-that-actually-work-then/

http://www.uefi.org/specifications

$ efibootmgr -v

https://www.howtogeek.com/56958/htg-explains-how-uefi-will-replace-the-bios/
https://www.happyassassin.net/2014/01/25/uefi-boot-how-does-that-actually-work-then/
http://www.uefi.org/specifications

