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Abstract domains
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Non-relational domains

• signs

• intervals

• parity

• congruence modulo k

[n,m]

P(−, 0,+)
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Relational domains

• DBM (difference bounds matrices)

• octagon

• octahedra

• polyhedra

• ellipsoid

• linear congruence

a1x1 + . . . + anxn ≤ c

+
− x

+
− y ≤ c

x− y ≤ c

+
− x1 . . .

+
− xn ≤ c

ax2 + bxy + cy2 ≤ n

ax+ by = c mod k
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Expressive power

• signs

• intervals

• DBM (difference bounds matrices)

• octagon

• octahedra

• polyhedra a1x1 + . . . + anxn ≤ c

+
− x

+
− y ≤ c

x− y ≤ c

+
− x1 . . .

+
− xn ≤ c

pr
ec

is
io

n c ≤ x ≤ d

0 ≤ x
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Pointer analyses domains

• points-to graphs
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Example: alias analysis

a and b do not point to the same location 

x and y may point to the same location
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Composition of analyses
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Abstract semantics
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S = {A, B, C, D, E, F, G}

State = S × Store

Store = Var → Val
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concrete 
semantics

abstract 
semantics
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concrete 
semantics

abstract 
semantics

V = Store = Var → Z

L = Var → {⊥, even, odd,�}

Domains
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Abstract semantics

⊥ �→ ⊥
odd, even,� �→ �

⊥ �→ ⊥
odd �→ even

even �→ odd

� �→ �
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concrete 
semantics

abstract 
semantics

V = Store = Var → Z

L = Var → {⊥, even, odd,�}

do these two semantics agree?
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Representation function

concrete 
semantics

abstract 
semantics

V = Store = Var → Z

L = Var → {⊥, even, odd,�}

β : V → L

monotonic
β(v) =

�
even if v even

odd if v odd
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Representation function

concrete 
semantics

abstract 
semantics

V = Store = Var → Z

L = Var → {⊥, even, odd,�}

the best approximation

β : V → L

monotonic
β(v) =

�
even if v even

odd if v odd
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Representation function

concrete 
semantics

abstract 
semantics

V = Store = Var → Z

L = Var → {⊥, even, odd,�}

β : V → L

monotonic

≡

P(even, odd)

β(v) =

�
{even} if v even

{odd} if v odd
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7 22

β β

odd even
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β is not always a homomorphism!

7 22

β β

odd even
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β is not always a homomorphism!

β
β

[n �→ 1,m �→ −2]
m := n+m

m := n+m

[n �→ 1,m �→ −1]

[n �→ +,m �→ −] [n �→ +,m �→ �]

[n �→ +,m �→ −]�
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standard 
semantics

abstract 
semantics
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standard 
semantics

abstract 
semantics

cumulative 
semantics
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{5}
{1}

{5, 16, 8, 4, 2} {16, 8, 4, 2}

{5}

{8, 4, 2, 1}

{16}
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Abstraction function

concrete 
semantics

abstract 
semantics

L = Var → {⊥, even, odd,�}

abstraction

P(V )

α : P(V ) → L α(X) = �{β(v) | v ∈ X}
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{5}
{1}

{5, 16, 8, 4, 2} {16, 8, 4, 2}

{5}

{8, 4, 2, 1}

{16}
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odd

odd

even

even

odd

�

�
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Galois connection
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α - abstraction function

γ - concretization function

l � γ(α(l)) α(γ(m)) � m

Galois connection

niedziela, 22 maja 2011



α - abstraction function

γ - concretization function

l � γ(α(l)) α(γ(m)) � m

Galois connection

m
on

ot
on

ic
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α - abstraction function

γ - concretization function

l � γ(m) ⇐⇒ α(l) � m

Galois connection

m
on

ot
on

ic
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LP(V )

the most exact 
abstraction

set of represented 
values

Concrete and abstract domain
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Example

P(Z)

α(X) = the smallest interval containing X

γ(I) = I

Intervals
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M is more abstract (less exact) than L

Two abstract domains

niedziela, 22 maja 2011



Example

Intervals
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Example

no {-,+}

Intervals
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Representation function β induces a connection

LP(V )

α(X) = �{β(v) | v ∈ X}
γ(l) = {v ∈ V | β(v) � l}
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β : Z → {−, 0,+}

P(V )

Example

P({−, 0,+})

α(X) = {β(z) | z ∈ X}

γ(S) = {z ∈ Z | β(z) ∈ S}
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β : Z → {−, 0,+}

P(V )

Example

P({−, 0,+})

⊆ P({−, 0,+})

α(X) = {β(z) | z ∈ X}

γ(S) = {z ∈ Z | β(z) ∈ S}
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α - abstraction function

γ - concretization function

l � γ(α(l))

Galois embedding

α(γ(m)) = m
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Reduction

ζ(m) = �{m� | γ(m�) = γ(m)}

elimination of unnecessary abstract values
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Right notion

• good mathematical properties

• left adjoint preserves least upper bounds

• right adjoint preserves greatest upper bounds

• uniqueness

• a monotonic function that preserves upper/
lower bounds induces a connection
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Right notion

• equivalent definitions:

• closures

• Moore families

• connections compose

• which open a way to build more expressible 
analyses from simpler ones

• connection induces the most exact abstract 
semantics

niedziela, 22 maja 2011



P(Z) Intervals
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op : Z → Z

P(op) : P(Z) → P(Z)

P(Z) P(Z)P(op)

P(even, odd) P(even, odd)
op

α γ

⊆

P(Z) P(Z)P(op)

P(even, odd) P(even, odd)
op

α

�

α

Safe approximation
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The most exact approximation

op := α ◦ P(op) ◦ γ

P(Z) P(Z)P(op)

P(even, odd) P(even, odd)
op

α

�

α

P(Z) P(Z)P(op)

P(even, odd) P(even, odd)
op

αγ
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The most exact approximation

op := α ◦ P(op) ◦ γ

P(Z) P(Z)P(op)

P(even, odd) P(even, odd)
op

α

�

α

P(Z) P(Z)P(op)

P(even, odd) P(even, odd)
op

αγ

how to compute op ?
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P(op)

op

α

�

α

P(V ) P(V )

L L
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Example
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+ : Z× Z → Z

P(op)

op

α

�

α

P(V ) P(V )

L L
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Widening/narrowing
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Complete lattice LS

f : LS → LS
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less informative

most informative
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Fixed points

f(x) � x

x � f(x)
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Widening

f(x) � x
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⊥

f(⊥)

f2(⊥)

f3(⊥)

...

a1 = ⊥�f(⊥)

a2 = a1�f(a1)

f(a1)

f(a2)

a3 = a2�f(a2)
...

. . . f(ai) � aia, b � a�b
is finite(an)
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=

K - numerical constants that appear in the source code

Example
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[z1,∞], [z3,∞], [z3,∞], . . . z1 < z2 < z3 < . . .

Narrowing
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