Computer aided verification

Lecture 8: Bounded model
checking



model description ‘

Wencoding

QBF |
Wmentaﬁon
OBDD ‘
model checking = operations on OBDDs

......... EXEXp |EXp @
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Example: EFp (safety)

pre-SMC.:
. D pUEX(p UEXp) D p UEXp DO p D false

. D p Upre(p Upre(p)) 2 p Upre(p) 2 p O false

post-SMC:

So € Sy U post(Sy) € Sy U post(Sy U post(Sy)) C ...

35035135}6 50—>51—>52—>"'—>Zk—1—>5k
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model description

wencoding

BF ‘
model checking = satisfiability of boolean formula
20 21 Py —= — 21— %
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— searching for a counterexample of bounded length
— symbolic path

— application of SAT-solvers
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. BMC



<

E ¢ (p € LTL™)

e.g.. instead of M F AG ¢, we check M E EF —¢

M described by boolean formulas as usual:

R(Z,7), Ly(2), So(Z)

R(z1y . oy Zmy 21, 20)s Lp(21, oy 2m)s So(21, -+ Zm)
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ldea:

Lem.:

Lem.:

Thm.:

Horizon k& > 0

ITFE, ¢ k steps are sufficient to decide that I1 F ¢

IIF, ¢ = IIFE ¢

MEFEE0 = dk>0.MF, E¢

MFE¢p < dk>0.MF, E¢

k system steps

loops!
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I = sg—58 — 5, — ...

(k,1) - loop:
S0 S1 81/--—>8k
(k - loop)

If there exists a back loop from s,

no-loop:

Sp——S1 — o ——> S ———> - - -

Sk+1+1 — Si+i
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Bounded semantics for k-loops

H|:k¢<’:>l_[|:¢ I = So — 81 — S9 — ...
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Bounded semantics for no-loops

H|=kqb(:>ﬂl=2gb II = Sg— 51 — S92 — ...

=, 0<i<k
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H':k¢ H|:2¢ H = Sg—> 81— SS9 — ...

=, 0<i<k

= p < peL(s)
Izzﬁpa ¢1/\¢27 ¢1\/¢2 < ...

X = i<k i I F ¢

11
11
11
=, F¢ <= 3j, i<j<k. T H| ¢
IT E G¢ never

I e pUyY <= 3y, i<j<k.II E o A VI, i<l<j. 11 EL ¢
11

= oRY = 2
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Bound

w., MFE¢ <= dJk>0.MF, E¢

— what k is sufficiently big?  graph diameter?
— no completeness !

— efficiency of SMC depends on graph diameter
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M =, Eo (¢ - LTL+)

M? ¢7 k . [M7¢}k

M E, ¢ < [M,¢|, satisfiable

M described by boolean formulas as usual:

R(z1y . oy 2my 21, 2h)s Lp(21, -0y 2m)s So(21, -+ Zm)
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Symbolic path

20 2 2 T — 21 —> 2},
k—1
(M), = So(Z) A N\ R(Z, Zip1)
i=0

(k+ 1) - m boolean variables

M| is of size O(k - |M|)
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S0 S1 S| — Si
k

Ly = R(gkazl) L = \/lLk
=0

no-loop:

Sp———S51 — - - —> S
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Boolean encoding

k

(M, ¢l == [M]e A (=L A8V GLe Ai[¢]R)

[=0

/[¢]) — semantics of ¢ on (k,1)-loop

(0]} — semantics of ¢ on no-loop

M, @), is of size O(k-(|M|+|¢]))



oU
oRY

V(oA XU
A (eV XoRY)



[ G ol <= 1[0}

o U], <= 1[¢]

A 1| G @

1

k




Example: S0 S1 R Sl s ——> Sk

l Gp]g — Lp(go) ARERWA Lp(gk)

pUdly <= Le(z) V (Ly(Z0) A (Lg(Z1) V (- ..
Lq(Zk-1) V (Lp(Zr-1) A Lg(Zk)) - )
F Gpl} <= (L,(Z) ANLp(Z1) Ao AN Ly(Zk)) V
(Lpy(ZI) N AN Lp(Zk))V oo V(Lp(Z) Ao A Ly(Zk))

= (LB A...ALy(Z))



Boolean encoding

(o)) s of size Ok - |g])



[Xoli, <= [¢]i"

<— false

ol

Fé6 = oV XFo

Gop = oA XGo

PV Y]l = ...

oUvy
oR1p

Sp ———S1 ——> - ——> S

J. W.

V(oA XoU)
b A(pV XoRY)



Example: Sg —S1 —— -+ - ——> Sk

Fpl) < L,(Z) V...V L,(Z)V false

Gpl) <= L,(Z) A...\NLy(Z) Nfalse = false

pU 9}2 — Lq(ZO) v (LP(ZO) A (Lq(gl) v ( C

Lg(Ze—1) V (Lp(Zh—1) A (Lg(Z) V (Lp(Zk) A false))) . ..)))

'F Gp|} <= false
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k

(M, ¢l == [M]e A ((—Li A 6]V GLe Ai[¢]R))

[=0

Thm.: MFE, E¢ < |M, |, is satisfiable.

Repeat:
(1) k= ko
(2) if [M, ¢|,, satisfiable then stop M E Eo

(3) increment k£ and continue
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hardware verification:

— circuit structure kept, designated SAT-solvers
LTL with past
software verification (e.g. CBMC)

— loop unfolding, heap model

concurrent programs

20 <1 Zo — = ne — 5k—1 — 2_1;

—p. 23/¢



Il. Completeness ?



Is completeness achievable ?

— completeness threshold for £ (safety G p)
— simultaneous checks of ¢ and —¢ (liveness F p)

— Induction (safety Gp)
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Reachability diameter — bound for &

the least ; such that

n—1

VZO,...,Zn.Hz’O,.. Zt,t<2 SO 0 A\ /\RZ],ZJ_H) —
7=0
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Reachability diameter — bound for &

the least ; such that

(
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the longest loop-free path — bound for &

the greatest ¢ such that

1—1 —1 1

3o, ..,z So(z) A (NRGEZ) AN N 5 #7

j=0 j=01=j+1
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ME EG—-p <= dk s.t. the following formula is satisfiable:

k—1 k k
Nok(g()) SRR 7zk—l-1) = So(go) A /\ R(Zﬂ Zj"‘l) A (\/ZLk) A /\ _ILP(Z?)
7=0 [=0 7=0

ME AFp <« dk s.t. the following formula is a tautology:

k—1 k
YeSk(go,...,,g]H_l) = SO(ZO) A /\R(Zyazy—l—l) — \/LP(Z?)

5=0 7=0
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ME EG—-p <= dk s.t. the following formula is satisfiable:

k—1 k k
Nok(g()) SRR 7zk—l-1) = So(go) A /\ R(Zﬂ Zj"‘l) A (\/ZLk) A /\ _ILP(Z?)
7=0 [=0 7=0

ﬂYeSk(ZO,...,Z}{H) = So(go) A /\R(ijgjﬂ) A /\ﬁLp(gj)
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Repeat:

(1) k:=0
(2) if No,, satisfiable then stop M E EG-¢
(3) If =Yes,, unsatisfiable then stop M E Fp

(4) increase £ and continue

—pn. 31/¢



— Induction base

check that the following formula is unsatisfiable:

k—1 k
Base,(Zy,...,2x) = So(Z) A /\R(%,%H) A \/ﬂLp(gj)
j=0 7=0

— Induction step

check that the following formula is unsatisfiable:

k
Stepk(g()a SRR Z/€—|—1 /\ /\ R Zja Z]—I—l)) A —'Lp(gk—i—l)

7=0
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Repeat:

(1) k:=0
(2) If Base,, satisfiable then stop M E EF—¢
(3) if Step,, unsatisfiable then stop M E Gp

(4) increase k£ and continue
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— DO,

@%/

Repeat:
(1) k:=0
(2) If Base,, satisfiable then stop M E EF—¢
(3) if Step,, unsatisfiable then stop M E Gp

(4) increase k£ and continue
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I1l. BDD or SAT ?



bit| £ |sMv2| MB |PROVER|MB
O(1] 25 79 < 1 1
112 25 79 < 1 1
213| 26 80 <1 1
34| 27 82 | 2
45| 33 92 1 2
36| 67 102 1 2
6|7 |23 | 172 2 2
T8 1741 492 7 3
8|9 =1GB| 29 3
9110 58 3
10(11 91 3
11{12 123 3
1213 156 4
13(14 186 4
14(15 226 4
1al16 183 3

[Biere, Cimatti, Clarke, Strichman, Zhu 2003]
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the methods seem complementary

SAT more predictable

BDD is memory-consuming and SAT time-consuming
BDD is complete, SAT no

unbounded model checking UMC:

CNF instead of BDD in SMC

BDD + SAT

—pn. 36/,



1981-1982: EMC — 10° states
1990-1992: SMV — 10! states

2000: BMC + CEGAR — 10199 states
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V. SAT-solvers



— CNF

— algorithm DPLL
— searching through partial valuations tree
— Boolean Constraint Propagation (BCP)
— conflicts — pruning of the tree

— heuristics

—p. 39//



= (P V) Decision \ Conflict
. x,= 1A

= —lxl‘v'):3‘=.='):5] "":1:1

=[x ):4]

.:-:3— 1

(
(
(
— (3 V xa) ,:1

Ag= ﬂ
[Biere, Cimatti, Clarke, Strichman, Zhu 2003]
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// Input arg: Current decision level d
// Return wvalue:
! SAT() : {SAT, UNSAT}
//  Decidet): {DECISION, ALL-DECIDED}
//  Deduce(): {0OK, CONFLICT}
//  Diagnose() :{SWAP, BACK-TRACK} also calculates [
SAT (d)

!
f: if (Decide ({(d) == ALL-DECIDED) return SAT;
b: while (TRUE) {
I if (Deduce(d) != CONFLICT) {
fa: if (SAT {(d4+1) == SAT) return SAT;
s : else if (B<d || d==0)
ls : { Erase (d); return UNSAT; }

¥
I: if {Diagnose {(d) == BACK-TRACEK) return UNSAT;
1
h

[Biere, Cimatti, Clarke, Strichman, Zhu 2003]
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Why SAT-solvers are so fast?

— conflict learning — adding conflict clauses
— non-chronological backtracking

— heuristics for decisions

— efficient data structures

— Incremental satisfiability
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