Computer aided verification

Lecture 7. Symbolic verification
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model desription ‘

W] encoding

QBF ‘

wmentation

OBDD ‘

......... EXEXp \EXp @

model checking = operations on OBDDs
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0. Symbolic verification




Fixed points in a complete lattice (A, <).
Let f : A — A monotonic.

— theleastfp.: L < f(L) < fA(L) < ... ~ uZ f(2)

— the greatestf.p.. T > f(T)> f3(T)>... ~ vZ f(Z)

When A finite, the fixed points are reached after < |A| iterations.
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Fixed points in a complete lattice (A, <).
Let f : A — A monotonic.

— theleastfp.: L < f(L) < fA(L) < ...

— the greatestf.p.. T > f(T)> f4(T)>...

Example: (A, <) = (P(9),Q)

7 EXZ uZ.EXZ =L =1
Z i pV EXZ uZ.pV EXZ = 2

~ uZ. f(Z)

~ vZ. f(Z)

v/ . EXZ = 2
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EFp

uZ.pV EXZ Z s pV EXZ

false Qi@;gﬁg
pV EXfalse = p Q_>Q
R N
pV EX(pV EXp) ©%Q



EF¢ = uZ ¢V EXZ Z— ¢V EXZ
AF¢ = uZ. oV AXZ Z— oV AXZ
EGo = vZ.¢ANEXZ Z— N EXZ
AGo = vZ.dpNAXZ Z— oA AXZ
EoUy = uZ vV (pNEXZ) Z— YV (pN EXZ)

ApUy = uZ ¢V (pN AXZ) Z— YV (pN AXZ)
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Symbolic model checking

CTL (—, A, EX, E_U_, EG) (these connectives are sufficient)

Example:

Check : CTL — OBDD

Check(¢) represents {s | sF ¢}

Check(p) represents L,
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The order of variables is often crucial!
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Symbolic model checking (EX )

Check : CTL — OBDD Check(¢) represents {s | sF ¢}
Check(EX¢) := 37. R(Z, &) A f|T'/7] where f = Check(¢)
Check(EX¢) = EXf

EX ¢

EXZ

EX f




Order of variables

37, R(Z,7) A fl7 /7))

X =T1,XL2y...,Tm

Ty < 2] <X < Ty < ... <Xy < T
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Check : CTL — OBDD Check(¢) represents {s | sF ¢}

Check(EpUvy) = uZ. gV (fANEXZ) where f = Check(¢)
g = Check(y))
hie gV (FAEXD)

his gV (fASZ. R(Z,7) A h[Z)T])

false
gV (f N EXfalse) = g
gV (fNEX(gV(fN EXfalse))) = gV (fAEXg)

gV (fANEX(gV(fANEXyg

uz.gVv (f N EXZ)



Symbolic model checking (EG )

Check : CTL — OBDD Check(¢) represents {s | sF ¢}
Check(EG¢) = vZ. fANEXZ where f = Check(¢)
h— [N EXhA

his fAJZ. REZ) AL /T
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EX ¢
EXZ

EX f

EoUqy
EZUZ

EfUg

EG ¢
EGZ

EG f
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|. Fairness



F = {wl,...,wn}, wZECTL — F = {Zl,...

SFEFrpp —

sFrp ApUyY <= Vtair Il from s .
sFr EoUyY <= dtairll from s .
s Fr AX @ <=V tair Il from s .
sFrp EX0 <= dfair II from s .

F = {hi,...,h,}, h; € OBDD

p € L(s) A Ffair Il from s

ME¢Uy
Mk ¢Uy
ME Xo

ME X¢

Y Z’)’L}
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F = {wl,...,wn}, wZECTL — F = {Zl,...,Zn}

EGyp = {s | sFr EG¢p} = the greatest Z s.t. if s € Z then

— sFEQ
- Vi<n.dsd. s—...—=se€Z,NZ, s #s,allintermediate

states satisfy ¢
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F = {wl,...,wn}, wZECTL — F = {Zl,...,Zn}

EGyp = {s | sFr EG¢p} = the greatest Z s.t. if s € Z then

— sFEQ
- Vi<n.dsd. s—...—=se€Z,NZ, s #s,allintermediate

states satisfy ¢

EGop = vZ.¢ AN N\, EXE®U (v; A Z)
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F = {wl,...,wn}, wZECTL — F = {Zl,...,Zn}

EGyp = {s | sFr EG¢p} = the greatest Z s.t. if s € Z then

— sFEQ
- Vi<n.dsd. s—...—=se€Z,NZ, s #s,allintermediate

states satisfy ¢

EGop = vZ.¢ AN N\, EXE®U (v; A Z)
EGo = vZ.¢o N N, EXuY.(U; NZ)V (¢ A EXY) alternation!

—pn. 18/~



Thm:

vZ.¢ N\ EXE¢U (1 A Z)

1=1

EG ¢
Proof:
EGo = ¢ A [\ EXE¢U (¢; A EG o)
1=1

Z = ¢ N \NEXEQU(AZ) = ZC EG¢

1=1



Fair symbolic model checking (EG )

Check : CTL — OBDD Check(¢) represents {s | sFr ¢}

F:{¢1,,¢n},¢ZECTL — F:{hl,,hn},hZEOBDD

Check(EG¢) = vZ. f AN N, EXEfU(h A Z)

where f = Check(¢)

Z|—>f/\/n\ EXEfU(hiAZ)

1=1



fair := Check(EG true)

Check( EX @) = 37 R(Z,3) A f(F) A fair(T)

where f = Check(¢)

Check(EpU) = pZ. (g fair)V (f N EXZ)

where f = Check(¢)
g = Check(1))
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ll. (Counter)examples



counterexample for AF¢ = example for EG —¢

[Clarke, Grumberg, Long 1994]
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counterexample for AF¢ = example for EG —¢
counterexample for AG¢p = example for EF —¢

( fair counterexample is always an infinite path )
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counterexample for AF¢ = example for EG —¢
counterexample for AG¢p = example for EF —¢

( fair counterexample is always an infinite path )

counterexample for EF¢ = 2

counterexample for EG¢ = 2
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How to compute an example for:

— EG¢

— E¢Uq
— EXé

symbolically ?
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Computation of E f U g:
Qo € Q1 € ... (1Zi<n)

s €(Q; < ¢ may bereached from s "via f" by < j transitions

Computing an example for s E fU g:

— let j minimal s.t. s € Q)

— reconstruct s = S —>8Sj—1—~...—>8 &€¢g

—pn. 25/7



How to compute a fair example for:

— EG¢

— EoUq

— EXé

symbolically 7

[Clarke, Grumberg, Long 1994]
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EGf = vZ f A NEXEfU(hAZ)

1=1

last iteration Z — f A A, EXE fU(h; A Z):

computation of E fU (h; A Z): Z =EGf

QL C Q) C ... (1<i<n)

s € Q. < (h; A EG f) may be reached from s "via f”

by < j transitions
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EGf = vZ f A NEXEfU(hAZ)

1=1

s := sp Initial state
I:={1,...,n}
repeat
find ¢t st.s—t, te@: i€, 7minimal
reconstructt =t¢;, —t; 1 — ... > tg € (h; N EGf)
I:=T1\{i | to € h;}
s ==ty [=1\{i | te@}
until [ = ()

/

s =s — pathsy— ... — ¢
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[Clarke, Grumberg, Long 1994]
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EGf = vZ f A NEXEfU(hAZ)

1=1
we have apath sy — ... — ¢ let ¢ = the first ¢,
(@) if F EXEfU{t} stop
otherwise restart: sq:=s, I:={1,...,n}

Improvement:
(b) precompute E fU{¢}

the first time —(s F E f U{¢}), restart: sq := s,
I:={1,...,n}
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Example for E¢U (¢p A fair) or EX (¢ A fair) extend with a fair
example for EG true.
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lll. How to compute EX f ?



EXf = 37. R(Z &) A (&)

operation dA(g,h,V) = V. gAh (V — set of variables)

R(wl,---yajm7aj/17"'7x’/m,)

flxy, ... xm) — fl(af,.... 2 ) v <wp = 2, <7

EXf — EI/\(Ryfly{wlla-"awl })

m
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NS, V) (V. fAg)

— f,gleaves: val(IA(f,g,V)) = val(f) A val(g)
— faleaf, g not: IA(f,g,V) := false or V. g
— & = var(f) = var(g):
= 3A(0(f),1o(g), V), b :=3A(hi(f), hi(g), V)
—2z€eV: 3Af,q,V) = IVh
—x¢V: 1o(3AN(f,g,V)) =1 hi(3A(f,9,V)) :=h

— x =var(f) < var(g): ...

f.g — _':E/\(f’%—().g’%—()) V w/\(flw—l.g‘:m—l)



EX f := 37. R(Z,7) A f(&)

Synchronousmodel: R = Ry AN Ry A ... N R,

R,V RV ..V R

Asynchronous model: R

Can one profit from this additional structure ?
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Asynchronous model: R = R, VvV R,V ... V R/

n

R, = R; A /\j;éixj :x;

7. RA f(7)

37 (RN f(Z) V...V (RN f(T))

(3. RyAf(&) VvV ... v (3Z. R, A f(2))

37, R A f(7)

EIZC; RrL(f, I;) A\ f($17 ey Li—1, 'CCfia Lit1y - - ,ZCm:
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Synchronousmodel: R = Ry AN Ry A ... N R,

. R(Z,7) A ... N R(Z,Z) N f(T)

— relations R; are local

— ,early” quantification

— heuristics
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Example: 3-bit counter

Ro(Z,75) = (25 = o)
Ri(Z,2}) = (2] = xy xor x7)
Ry(Z,2,) = (2h = (xg A x1) x0T T3)

Jro3xry Ay, f(xg, 27, 25) A Ro(Z,zy) N Ri(Z,27) N Ro(Z,x))

Hxé(ﬂx’lﬂxg. f(xg, 27, 25) N Ro(Z,z5) N Ry(, :C'l)) N Ro(Z, x5)
3:13'2(3:16’1(3376. f(xg, 27, 25) N Ro(, :z:f))) N Ry (Z, 56/1)) N Ro(Z, x5)
oty () (T f (g, 2, 25) A Rolwo, x))) A Ri(xo,x1, 1)) A

RQ(I()a L1, L2, ’IIZ)
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A Rl('r()a'rla'rll))
A Ro(xo, 1, T2, 75)

— sequence of JA operations
— optimal order of processes (not variables this time):
— early elimination of variables (3)

— late introducing of variables
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What else can be compute using OBDDs ?

— L,(A) #0 fair EG true
— LTL model checking

— L,(Ay) C L,(Ay) A1 x A EA(GFq = G Fqo)
— p-calculus model checking

— reachable states

— deadlocks

— (bi)simulation equivalence
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OBBDs are routinely used in hardware
iIndustry nowadays
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