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Syllabus

1. V for Virtual
2. A Concurrent -Calculus with Refinement Types
3. Security Protocols and their Implementations

The theoretical core is the typed lambdalculus RCF, and its implementation as an
enhancedypecheckerfor F#; RCF supports functional programming a la ML and
Haskell, concurrency in the style of process calculus, and refinement types allowing
correctness properties to be stated in style of dependent type theory.

We will examine a diverse (but hardly exhaustive) range of problems in the area of
programming datacentres: cryptographic security protocols, langdrped access
control, and the assembly and management of software components such as VMs



V for Virtual

Declarative Datacentres, Part 1



VIRTUALIZATION:
WHAT AND WHY?



What I1s a Virtual Machine?
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A Avirtual machine monitor(VMM) contains one or more VMs
A Each VM runs guest OSwhich itself runs applications

A The VMM may run underlaost OS or on the bare machine



Why
Virtualize?
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Comparison with Applications of
Real Machines Virtualization
wBetter hardware utilization wServer (or client) consolidation
wBetter application isolation wDevelopment and test

wFaster provisioning wlLegacy applications
wPoorer performance wTrainingand demos

wSecurity
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A Efficient: An overwhelming majority of guest instructions are
executed by the hardware without VMM Iintervention

A Duplicate:Software on the VMM executes identically(*) to its
execution on hardware, barring timing effects

A lsolated: The VMM manages all hardware resources

A Non-examples:
i Languagdased VM®g{ dzy Q& W+a 2NJ aAONRaz2t¥
I Hardware emulatorgg Virtual PC on Macs with PowerPC hardware

G.Popekand R. P. Goldberg (197&prmal requirements for
virtualizable third generation architecture<CACM 17(7):414221.

K. Adams and @\geson(2006).A comparison of software and
hardware techniques for x86 virtualizatén ! { t [ h{ €



HOW VIRTUALIZATION WORKS



How an Operating System Works

Computer

‘CPU state: registere@ M isuseror kernel modé, ...

Operating System Kernel

Application Process

{,{ LNXylG &BSftfvee g2 \ITRHE P
t we @l St f 2 —H>NarmRridte process
Printer

Hello World!

i\



How Classic Virtualization Works

Computer
‘Real CPU state: reqgisteeggM isuseror kernel mod, ... ‘

Virtual Machine Monitor (VMM)
‘Shadow statem=user, ... ‘

Operating System Kernel

Application Process
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But x86 Is Not Classically Virtualizable

A In aclassically virtualizabl@rchitecture, all instructions that
accesyprivileged statecan be set to trap if run in user mode

A In x86, instructions can access privileged state in user mode
without trapping

I For example, in kernel modgmpf modifies the interruptrelated IF
flag; in user mode, modifications to IF are suppressed, with no trap

A Hence, VMMs for x86 rely dnnary translation (BT)

I To run kernel mode guest code, the VMM inserts additional
Instructions to emulate the kernel mode behaviour in user mode

I popfturns into a short instruction sequence to access shadow state

A{AYyOS HnnpZ !abQa {+xa 9 Lyl

J.S. Robin and C.E. Irvine (208@alysis of the Intel Pentium's ability to
support a secure virtual machine monittm 9th USENIX Security Symposiu



The Computer Is the Network

Computer
Virtual Machine Monitor (VMM)

Win98 SE Hard Disk.vhd WinXP SP2 ADG.vhd Knoppix VPC Hard Disk.vhd knoppix-std-0.1.iso

00-03-FF-EC-05-83 00-03-FF-F3-05-83 00-03-FF-F2-05-83 00-03-FF-ED-05-83
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An ambient calculus guy programs some real virtual machines
Joint work withKarthikeyarBhargavan antmanNarasamdya

SERVICE COMBINATORS FOR
FARMING VIRTUAL MACHINES



A Programming Problem

A As input, we are given:
I Disk images for each server role in a mtiér website
I Addresses for external services we depend upon
I Addresses for the services we are to export

A A human operator could run this application by:
I Provisioning (virtual) machines
I Configuring machines with suitable addresses
I Monitoring the machines and taking remedial actions

A The problem is to automate these tasksomerations logic
I The standard solution is to use ldewel scripting

I Our solution (Baltic) is to use functional programming (F#, a dialect of
ML), and write code to manipulatstract statesof the application



Abstract States are Call Graphs

Export
orderentry
OrderEntry o
let el = importPaymentl ()
let (vm1,el) = createOrderProcessingRole
OrderW2K3.vhd let (vm2,e2) = createOrderEntryRole ei el
/ \ let () = exportOrderEntry e2
Luport OrderProcessing

paymentl

ProcW2K3 .vhd




Concrete Implementation

Operations Logic
(F#)

let ei = importPayment1 ()

let (vml,el) =
createOrderProcessingRole ()

let (vm2,e2) =
createOrderEntryRole ei el

let () = exportOrderEntry e

Physical Server

Baltic Process

Import
Forwarder

Export
Forwarder

e— Management

- Dataflow

Remote
Payment
Service

Remote
(OrderEntry
Clients



4 \/Ms, VMM, Baltic, External Clier
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States Evolve In Response to Ever
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Abstract States are Wellyped

Export __— EndPoinkOrder,string
orderentry
l " EndPointOrder,strin
/ g>

OrderEntry

OrderW2K3.vhd / EndPointOrder,void
\

Disk images become typed function:

I OrderProcessing ) )
paymentl EndPoint<Order,string>
createOrderEntryRole
(EndPointPayment,string epl,
ProcW2K3 vid EndPointOrder,voic> ep2)

EndPoint<Order,void>
createOrderProcessingRo)e (

EndPoinkPayment,string




An Executable Formal Semantics

A We build a process model of a Baltic script in terms of
a typed, concurrent, partitioned, lambda calculus

A To model VMs, processes look liggPy]|...| a,[P.] | Q
I whereP,,...,P,, Qare expressions in the calculus
A To model VM snapshots, we allow partitiofs &s values

A We can execute this model to generate symbolic traces and
pictorial call graphs, for debugging

A We prove that (1) wellyped programs map to wetlyped
processes, and (2) process computation preserves typing

A Well-typed processes never send-fbtrmed messages;
hence, typing stops (some) interconnection errors



Balticc Summary

A Various trends are turnindatacentre managemeninto a
programming problem

A How to codebusiness logids well understood, but how to
codeoperations logias becoming a Hot Topic

A We explore ayped approach to operations logic within a
functional language (F#, a dialect of ML)

A As a first study, we focus on managing the operations of
serviceoriented virtual machineson a single host

A We develop the design, implementation, and formal
semantics for &allgraph-based management AP

A By assigninfunction typesto wholedisk imageswe catch
some errors statically, but much more could be done...



REB/OLUTION



Renting VMs over the Web



