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Syllabus

1. V for Virtual
2. A Concurrent -Calculus with Refinement Types
3. Security Protocols and their Implementations

The theoretical core is the typed lambdalculus RCF, and its implementation as an
enhancedypecheckerfor F#; RCF supports functional programming a la ML and
Haskell, concurrency in the style of process calculus, and refinement types allowing
correctness properties to be stated in style of dependent type theory.

We will examine a diverse (but hardly exhaustive) range of problems in the area of
programming datacentres: cryptographic security protocols, langdrped access
control, and the assembly and management of software components such as VMs



V for Virtual

Declarative Datacentres, Part 1



VIRTUALIZATION:
WHAT AND WHY?



What I1s a Virtual Machine?
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A Avirtual machine monitor(VMM) contains one or more VMs
A Each VM runs guest OSwhich itself runs applications

A The VMM may run underlaost OS or on the bare machine



Why
Virtualize?
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bacncaad

System/370 3

Comparison with Applications of
Real Machines Virtualization
wBetter hardware utilization wServer (or client) consolidation
wBetter application isolation wDevelopment and test

wFaster provisioning wlLegacy applications
wPoorer performance wTrainingand demos

wSecurity
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A Efficient: An overwhelming majority of guest instructions are
executed by the hardware without VMM Iintervention

A Duplicate:Software on the VMM executes identically(*) to its
execution on hardware, barring timing effects

A lsolated: The VMM manages all hardware resources

A Non-examples:
i Languagdased VM®g{ dzy Q& W+a 2NJ aAONRaz2t¥
I Hardware emulatorgg Virtual PC on Macs with PowerPC hardware

G.Popekand R. P. Goldberg (197&prmal requirements for
virtualizable third generation architecture<CACM 17(7):414221.

K. Adams and @\geson(2006).A comparison of software and
hardware techniques for x86 virtualizatén ! { t [ h{ €



HOW VIRTUALIZATION WORKS



How an Operating System Works

Computer

‘CPU state: registere@ M isuseror kernel modé, ...

Operating System Kernel

Application Process
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How Classic Virtualization Works

Computer
‘Real CPU state: reqgisteeggM isuseror kernel mod, ... ‘

Virtual Machine Monitor (VMM)
‘Shadow statem=user, ... ‘

Operating System Kernel

Application Process
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emulate system call else emulate trap to kernel

Printer
Hello World!




But x86 Is Not Classically Virtualizable

A In aclassically virtualizabl@rchitecture, all instructions that
accesyprivileged statecan be set to trap if run in user mode

A In x86, instructions can access privileged state in user mode
without trapping

I For example, in kernel modgmpf modifies the interruptrelated IF
flag; in user mode, modifications to IF are suppressed, with no trap

A Hence, VMMs for x86 rely dnnary translation (BT)

I To run kernel mode guest code, the VMM inserts additional
Instructions to emulate the kernel mode behaviour in user mode

I popfturns into a short instruction sequence to access shadow state

A{AYyOS HnnpZ !abQa {+xa 9 Lyl

J.S. Robin and C.E. Irvine (208@alysis of the Intel Pentium's ability to
support a secure virtual machine monittm 9th USENIX Security Symposiu



The Computer Is the Network

Computer
Virtual Machine Monitor (VMM)

Win98 SE Hard Disk.vhd WinXP SP2 ADG.vhd Knoppix VPC Hard Disk.vhd knoppix-std-0.1.iso

00-03-FF-EC-05-83 00-03-FF-F3-05-83 00-03-FF-F2-05-83 00-03-FF-ED-05-83
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An ambient calculus guy programs some real virtual machines
Joint work withKarthikeyarBhargavan antmanNarasamdya

SERVICE COMBINATORS FOR
FARMING VIRTUAL MACHINES



A Programming Problem

A As input, we are given:
I Disk images for each server role in a mtiér website
I Addresses for external services we depend upon
I Addresses for the services we are to export

A A human operator could run this application by:
I Provisioning (virtual) machines
I Configuring machines with suitable addresses
I Monitoring the machines and taking remedial actions

A The problem is to automate these tasksomerations logic
I The standard solution is to use ldewel scripting

I Our solution (Baltic) is to use functional programming (F#, a dialect of
ML), and write code to manipulatstract statesof the application



Abstract States are Call Graphs

Export
orderentry
OrderEntry o
let el = importPaymentl ()
let (vm1,el) = createOrderProcessingRole
OrderW2K3.vhd let (vm2,e2) = createOrderEntryRole ei el
/ \ let () = exportOrderEntry e2
Luport OrderProcessing

paymentl

ProcW2K3 .vhd




Concrete Implementation

Operations Logic
(F#)

let ei = importPayment1 ()

let (vml,el) =
createOrderProcessingRole ()

let (vm2,e2) =
createOrderEntryRole ei el

let () = exportOrderEntry e

Physical Server

Baltic Process

Import
Forwarder

Export
Forwarder

e— Management

- Dataflow

Remote
Payment
Service

Remote
(OrderEntry
Clients



4 \/Ms, VMM, Baltic, External Clier
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States Evolve In Response to Ever

Import
paymentl

Export
orderentry

¥
OrderEntry

OrderW2K3.vhd

A
OrderProce:

A

ssing

ProcW2K3.vhd

l Overloade\cﬂ

l Crashedn

Export
orderentry

¥
OrderEntry

OrderW2K3.vhd

Or
» LY
OrderProcessing OrderProcessing
ProcW2K3.vhd ProcW2K3.vhd
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Export
orderentry

OrderEntry
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Abstract States are Wellyped

Export __— EndPoinkOrder,string
orderentry
l " EndPointOrder,strin
/ g>

OrderEntry

OrderW2K3.vhd / EndPointOrder,void
\

Disk images become typed function:

I OrderProcessing ) )
paymentl EndPoint<Order,string>
createOrderEntryRole
(EndPointPayment,string epl,
ProcW2K3 vid EndPointOrder,voic> ep2)

EndPoint<Order,void>
createOrderProcessingRo)e (

EndPoinkPayment,string




An Executable Formal Semantics

A We build a process model of a Baltic script in terms of
a typed, concurrent, partitioned, lambda calculus

A To model VMs, processes look liggPy]|...| a,[P.] | Q
I whereP,,...,P,, Qare expressions in the calculus
A To model VM snapshots, we allow partitiofs &s values

A We can execute this model to generate symbolic traces and
pictorial call graphs, for debugging

A We prove that (1) wellyped programs map to wetlyped
processes, and (2) process computation preserves typing

A Well-typed processes never send-fbtrmed messages;
hence, typing stops (some) interconnection errors



Balticc Summary

A Various trends are turnindatacentre managemeninto a
programming problem

A How to codebusiness logids well understood, but how to
codeoperations logias becoming a Hot Topic

A We explore ayped approach to operations logic within a
functional language (F#, a dialect of ML)

A As a first study, we focus on managing the operations of
serviceoriented virtual machineson a single host

A We develop the design, implementation, and formal
semantics for &allgraph-based management AP

A By assigninfunction typesto wholedisk imageswe catch
some errors statically, but much more could be done...
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|| Amazon Web Services

AWS Home

Why Use AWS?
What's New in AWS?
Upcoming Events
Success Stories
Solutions Catalog
Create an Account
FAQsS

Browse Web Services

Amazon E-Commerce
Service

Amazon Elastic
Compute Cloud {Beta)
Amazon Flexible
Payments Service
{Beta)

Amazon Mechanical
Turk {Beta)

Amazon Simple Storage
Service

Amazon Simple Queue
Searvice

Alexa Web Services

Browse &ll Web Services

Developer Connection

Fesource Center
Forums

Blog
Mewslettar

| |_| https: /faws-portal.amazon.com/gp/aws fdeveloper faccountindex, hitml, 104-5645¢ :.| ¥ | l}] "'| - 4\]
&3 | [} EC2Firefox Ul || TestPage for the Apache HTTP Serve... -
- - - M
Summary of This Month's Activity as of October 3, 2007 -
Billing Cycle for this Report: October 1 - Octeber 31, 2007
Usage Charges Rate Usage Totals
Amazon Simple Storage Service
View/Edit Service £0.15 per GB-Maonth of storage used 0.028 GB-Mao 0.01
50,10 per GB - all data transferin 0,000 GB Q.00
£0.18 per GE - first 10 TE/ menth data transfer cut 0.000 GB 0,00
z0,16 per GE - next 40 TE / menth datz transfer cut 0,000 GB 0.00
£0,12 per GB - data transfer cut/ menth owver S0 TE 0,000 GB Q.00
20,01 per 1,000 PUT or LIST requasts 0 Reguests 0,00
=0.01 per 10,000 GET and all ether requests 0 Feguests 0.00
0.01
lJszge Report
Amazon Elastic Compute Cloud
View/Edit Service®0.10 perinstance-hour consumed [or part of an hour consumed] Z Hrs 0.20
20,10 per GB - all data transferin 0.000 GB 0,00
£0,18 per GE - first 10 TE/ menth data transfer cut 0,000 GB 0.00
£0.16 per GB - next 40 TE/ month data transfer cut 0.000 GB .00
0,13 per GBE - gata transfer out/ month over S0 TE 0,000 GB 0.00
0.20
lUszge Report B
Subtotal $0.21
Taxes
Estimated Taxes due en Mowvember 1, 2007 $ 0.04
Charges due on November 1, 2007% %0.25
* 2ll charges for this billing cyele will be charged to yeur credit card en yeur next billing date, Mevember 1, 2007, These charges W




File Edit View History Bookmarks Tools

Help

e >-€

‘ﬂj" | |:| chrome: /fec2uifcontent/ec2ui_main_window, xul
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|| Amazon Web Services

&3 | | | EC2 Firefox UI

&3 | || TestPage for the Apache HTTP Serve...

O Credentials | adg

v| Q Account IDs

AMIs and Instances | KeyPairs || Security Groups |

~ Available AMIs ~ Launch Permissions

O OO o O VeV

AMI ID Manifest State Owner Yisihility | (23
ami-25h&534c ecZ-publicimanges fedora-core4-apache -mysal.manifest.xml  available public ~
ami-23b5534a ec2-public-imagesfedora-core4-apache. manifest, xml available public
ami-22b&534h ecZ-publicimages ffedora-core4-mysal.manifest, xml available public
ami-bdsd7ad4 ec2-public-images fdemo-paid-AMI. manifest, xml availahle public
ami-20b&5349 ecZ-public-images fedora-core4-base. manifest, xml available public
ami-2ah&534f ecZ-public-images /developer-mage.manifest, xml available public
ami-zbb&5342 ecZ-publicimages fgetting-started. manifest, xml available public
ami-3e336657 datawrangling-magesfc&-python-mpi-node. manifest, xml available public
ami-eceflads level22-ec2-images ubuntu-feisty-base-2007082%a . manife... available public
ami-Hf71226 virtualmin-gpl-pmfimage.manifest. xml available public
ami-6eeF0207 virtualmin-gpl fimage. manifest, xml available public =
ami-32f2175h adg120/image.manifest. xml availahle private i

;
~ Your Instances

O o 9 0O

ReservatonID | Owner T | Instance ID | AMI State Public DNS Private DMNS Key Groups Reason Idx B
r-07bf5dae 2197581... i-aalleec3 ami-32f21... rupning ec2-72-44-41-134.z-... domU-12-31-3... default
r-0abfsdaf 2197581.., i-ad00secd ami-32f21... pending default
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Edit
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P Server o gdora Lore 0 5

View  History Bookmarks Tools Help

- @ E |_| http:/fec2-72-944-41-134. z-2.compute- 1, amazonaws, com/
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| | EC2 Firefox UL

' [[| Test Page for the Apache HTTPS... o) |

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read
this page, it means that the Apache HTTP server installed at this site is working properly.

If you are a member of the general public:

The fact that you are seeing this page indicates that
the website you just visited is either experiencing
problems. or is undergoing routine maintenance.

If you would like to let the administrators of this website
know that you've seen this page instead of the page

you expected, you should send them e-mail. In general.

mail sent to the name "webmaster” and directed fo the
website's domain should reach the appropriate person.

For example, if you experienced problems while visiting
www.example.com, you should send e-mail to
"webmaster@example com”.

For information on Fedora Core, please visit the
Fedora Project wehsite.

If you are the website administrator:

You may now add content to the directory
/var/www/honl/ . Note that until you do so, people
visiting your website will see this page, and not your
content. To prevent this page from ever being used,
follow the instructions in the file

Jetc/httpd/cont . .d/welcome . cont.

You are free to use the images below on Apache and
Fedora Core powered HTTP servers. Thanks for using
Apache and Fedora Core!

wered by =
A PAa CH

O
=

FOWERED E*r

Fedora™




StoredProgram Global Computers

Global Computeg grid of geadistributed data centres
Operating Systerg TBD =

‘ Search ‘ ‘ Mail ‘

‘Social Network ‘ ‘Your iIdea goes hereiz

EC2 ismperfect, hasresearch precurso’® 0 dzi FNRY | dza S
revolutionary ¢ users camun their ownprograms in the cloud egHadoop

Like the 1940s, transition from fixggtogram to storegprogram computers
We know the basic partegVMs), but what are the OSs, the languages?
What do we need to enable a single coder to write a global app?

This is a Hot Questian industry today, and platforms like EC2 allow any gr:
student to have a go at implementing an answer

To o To o o



Resources for Part 1

A Hypervisor verification research 8aarbruecken
http://www.microsoft.com/emic/verisoft.mspx

A Microsoft Virtual Server (free download)
http://www.microsoft.com/windowsserversystem/virtualserver/

A Amazon EC2 (VMs at 10c per instance per hour)
http://aws.amazon.com/ec?

AWFYSa 1T FYATOa2yQa NBOSyYyUO Gl -
http://research.microsoft.com/tamesrh/



http://www.microsoft.com/emic/verisoft.mspx
http://www.microsoft.com/windowsserversystem/virtualserver/
http://aws.amazon.com/ec2
http://research.microsoft.com/~jamesrh/
http://research.microsoft.com/~jamesrh/
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A Concurrent -Calculus
with Refinement types

Declarative Datacentres, Part 2

Based on joint work witldespeBengtsonKarthikeyan
BhargavanCedricFournet, and Sergio Maffeis



Why Study this Calculus?

A RCF is an assembly of standard parts, generalizing some ad |
constructlons In languageased security

- FPC(Plotkin1985, Gunter 1992) core of ML and Haskell

Concurrency in style of th@-calculus(Milner, Parrow Walker 1989) but
for a lambdacalculus (like 80s languages PFL, Poly/ML, CML)

Formal crypto is derivable by coding sgals(Morris 1973, Sumii and
Pierce 2002), not primitive as @gyspicalculus(Abadi and Gordon, 1997)

Security specs viassume/asser{Floyd, HoareDijkstral970s),
generalizingegcorrespondences (Woo and Lam 1992)

To check assertions statically, rely on dependent functions and pairs w
subtyping(Cardelli 1988) ancefinement types(Pfenningl992, ...) aka
predicatesubtyping(as in PVS, and more recently Russell)

Public/tainted kindsto track data that may flow to or from the opponent
as inCryptyc(Gordon, Jeffrey 2002)

A For experiment, there is a downloadable implementation F7



RCF PART 1:
SYNTAX AND SEMANTICS



The Core Language (FPC):

¥, 2

X,)
h

M

inl
inr
fold

(M.N)
h M
A,B =
M
M N
M=N
letx=AinB
let (x,y) =M in A
match M with h x — A else B

variable
value constructor
left constructor of sum type
right constructor of sum type
constructor of 1so-recursive type
value
variable
unit
function (scope of x1s A)
pair
construction
expression
value
application
syntactic equality
let (scope of x is B)
pair split (scope of x, yis A)

constructor match (scope of x 1s A)




The Reduction Relation: A — A’

(funx — A) N — A{N/x}

(let (x1,x2) = (N1,N2) in A) %A{lell}{ﬁgflg}

if M = h N forsome N

(match M with i x — A else B) — A{N/x} :
B otherwise

B nl() ifM=N
MN%{ inr() otherwise

letx =Min A — A{M/x}

A—A'=letx=AinB—letx=A"inB
1

Exercise:  These rules implement call-by-value functions and strict constructors.

Adapt the semantics to call-by-name functions and non-strict constructors.
Exercise: Can pairs, constructions, and equality M = N be encoded with just func-

tions, that is, within the pure untyped A -calculus?



Example: Booleans and Conditional Branching:

false 5 inl ()
true = inr () .\
if A then B else B' =

let x = A in match x with true — B else match x with false — B’
1 ]

Exercise: Derive arithmetic, that is, value zero, functions succ, pred, and iszero.
Exercise: Derive list processing, that is, value nil, functions cons, hd, il, and null.

Exercise: Write down an expression Q that diverges, thatis, Q - A; — A>, — ...
Exercise: Derive a fixpoint function fix so that we can define recursive function defi-

nitions as follows: let rec fx =A = let f = fix (fun f — funx — A).



The Heating Relation A = A’:
I
Axioms A =A" areread as bothA = A" and A’ = A.

A=A
A=A" ifA=2A"andA'= A"

A=A =letx=AinB=letx =A"inB

A—A" ifA=BB—B.B=A
|

Heating 1s an auxiliary relation; its purpose 1s to enable reductions, and to place
every expression in a normal form, known as a structure.



Parallel Composition:

A.B::=

AT B

()rA=A
(Ar AT A"=Ar (A'T A”)
(AP A)P A" = (AP A) P A”

letx = (AT A")inB=AT (letx = A" in B)

A=A = (AT B)= (A'T B)
A=A = (BFA)= (BT A')
A—A = (AT B) — (A'T B)
B—B = (AT B)— (AT B')

expression
as before

Exercise: Which parameter 1s passed to the function F by the following expression:

letx = (17 (2r3))in Fx



Name Generation:
I

A.B = expression
. as before
(va)A fork

A= A= (va)A = (va)A’

aé¢m(A")=A"T ((va)A) = (va)(A'T A)

a¢m(A) = ((va)A)r A'= (va)(AT A)
aé¢fn(B)=letx = (va)AinB= (va)letx = AinB

A—A"= (va)A — (va)A’
|

Exercise: For m-calculus experts, which common rules of structural equivalence for
restriction are missing?

Exercise: What are the reductions of the following expression:

letx = (va)ar (vb)bin F x



Input and Output:

A.B::= expression
.. as before
a'M transmission of M on channel a
a? receive message off channel
alM=alMT ()
alMr a? — M

Exercise: What are the reductions of the expression: a!3 1 a? " a!5
Exercise: What are the reductions of the expression: a!3 7 let x = a?in F x
Exercise: What are the reductions of the expression: a!true I" a!false



Example° Concurrent ML:

(T)Chan = (T — unit) * (unit— T)

chan = fun x — (va)(funx — a'x,fun _ — a?)

Send ~ func x — let (s,r) =cinsx send x on ¢
recv = — func — let (s,7) = cinr () block for x on ¢
fork = fun f — (f() 7 ()) run f in parallel

Example' Mutable State:

(T)ref (T )chan

ref M = let r=chan"r"in send r M:r new reference to M
deref M —letx = recvMinsend M x;x dereference M
M:=N=letx =recv Minsend M N update M with N

|

Exercise: What are the reductions of the expression: let x = refSinx:=7
Exercise: Encode concurrent while-programs within RCE
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1977 FPC 1989 1996
PCF (Plotkin, Pi-calculus Join calculus
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L ]
-
1975 1989

Chemical Abstract Machine
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1983
PFL
(Holmstroem)
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Concurrent Haskell

{Peyton Jones, Finne, Gordon)

FUNCTIONAL PROGRAMMING
AND FONCURRENCY



Assume and Assert

A Suppose there is a global set of formulas, lthge
A To evaluateassumeC, addCto the log, and return ().

A To evaluateassertGC, return ().

I If Clogically follows from the logged formulas, we say the assertion
succeedsotherwise, we say the assertidails.

I The log is only for specification purposes; it does not affect execution

A assumeFoq); assertBar();assumeFod)Y Bar();assertBar()

A Our use of firsorder logic predicates (likeoq)) generalizes
conventional assertions (likesserti>0 inegJML, Spec#)

I Such predicates usefully represent securélated concepts like roles,
permissions, events, compromises



A General Class of Logics:
|
C:=p(M,,....M)) |[M=M|CAC |CVC' |-C|C=C"|¥x.C|3xC

{Cy,....C,} EC deducibility relation

Assume and Assert:

A.B = expression
as before
assume C assumption of formula C
assert C assertion of formula C

assume C => assume C T ()

assert C — ()

Exercise: What are the reductions of the expression:
assume Foo();assert Bar(); assume Foo() = Bar();assert Bar()



Structures and Static Safety:

e:=M|MN|M=N|let (x,y) = MinB |
match M with i x — A else B | M? | assert C

[Tici JAi= (T AT ...T A,

Z w={}|(letx = £ in B)

S:=(vay)...(vay) (( H assume C;) I ( H ci!M;) T ( H ﬁf{f?k}))

icl..m jel..n kel..o

Let structure S be statically safe 1f and only if,
forall k € 1..0 and C, if ¢, = assert C then {Cy,...,C,,} - C.
|

Lemma For every expression A, there is a structure S such that A = S.

Expression Safety:

Let expression A be safe if and only if,
forall A"and S, if A —* A" and A’ = S, then S is statically safe.
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APPLICATION OF RCF:
ACCESS CONTROL BY TYPING



Motivating Example: Access Control

A Exampleuntrusted type facts = CanRead of string | CanDelete of string

code calling into a
trusted Iibrary let read file = assert(CanRead(file)); ...

let delete file = assert(CanDelete(file)); ...
A Trusted code

expresses security | letpwd="C:/etc/password"
policy with assumes | lettmp="C: /temp/tempfile"

and asserts . _ let _ = assume (CanDelete(tmp))
A Every pollcy violation assume Vx. CanDelete(x) — CanRead(x)

causes an assertion

failure let untrusted() =
let v1 =read tmp in // ok, by global assumption
A ldea:rule out let v2 = read pwd in // assertion fails
assertion failures delete tmp; // ok
statical |y delete pwd // assertion fails




Logging Dynamic Events

A Security policies type facts = ... | PublicFile of string
often stated in let read file = assert(CanRead(file)); ...
terms of dynamic let readme = "C: /public/README"
events such as role // Dynamic validation:
activations or data let publicfile f =
checks iff="C:/public/README" || ...

then assume (PublicFile(f))
A We mark such else failwith "not a public file"

events by adding

assume Vx. PublicFile(x) = CanRead(x)
formulas to the log

with assume let untrusted() =
let v2 = read readme in // assertion fails

publicfile readme; // validate the filename
let v3 = read readme in () // now, ok




Access Control by Typing

val read: (file: string {CanRead(file)}) — string
val delete: (file:string {CanDelete(file) }) — unit
val publicfile: (file : string) — unit { PublicFile(file) }

A Preconditions express access control requirements
A Postconditiongxpress results of validation

A Wetypecheclpartially trusted code to guarantee all
preconditions (and hence all asserts) hold at run time

A To do so, we have an enhanced function type:
I (x1: T1) {C1} (x2:T2) {C2}
I In RCF, these boil down to dependent functions plus refinement types

A Related workegtypes for stack inspectiorPottier, Skalka
Smith), Auraddanceviet al)



RCF PART 2:
TYPES FOR SAFETY



Starting Point: The Type System for FPC:
:EI—f} (x:T)eE EFA:T Ex:THB:U
Ebx:T EFletx=AinB:U

EFo E-M:T EFN:U
Et():unit EFM=N:unit+unit

Ex:THFA:U EF-M:(T—-U) EFN:T
Etrfunx—A: (T —U) EFMN:U

E-M:T EFEN:U EFM:(TxU) Ex:T.y:UFA:V
EF(M,N):(TxU) Erlet(x,y)=MinA:V

h:(T,U) EEM:T ERU E-M:T h:(HT) Ex:HFA:U EFB:U
E-hM:U EFHmatch M withhx — Aelse B: U

inl:(T, T4+U) inr:(U,T4+U) fold:(T{pa.T/a},uee.T)

Exercise: Write types of Booleans, numbers, and lists.
Exercise: Write a well-typed fixpoint combinator.



Three Steps Toward Safety by Typinc

. We includerefinement types{x: T| G, whose values are
those ofT that satisfyC

. To exploit refinements, we add a judgmédaft- C meaning
that Cfollows from the refinement types i&

. To manage refinement formulas, we need (1) dependent
versions of the function and pair types, and £8btyping

e A valueof Ilx: 7. U 1s a function M such that if N
has type T, then M N has type U{N/x}.

e A value of Xx: T. U is a pair (M,N) such that M
has type T and N has type U{M /x}.

o [fA:Tand T <:U thenA : U.



IS_yntax of RCF Types:

H,T.U,V = type

unit unit type

[Ix:T.U dependent function type (scope of x 1s U)
x:T.U dependent pair type (scope of x 1s U)
T+U disjoint sum type

uo. T 1so-recursive type (scope of a1s T)

o 1so-recursive type variable

{x:T|C} refinement type (scope of x is C)

{C} E {_:unit|C} ok-type
bool = unit+ unit Boolean type







