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Syllabus

1. V for Virtual

2. A Concurrent l-Calculus with Refinement Types

3. Security Protocols and their Implementations

The theoretical core is the typed lambda-calculus RCF, and its implementation as an 
enhanced typecheckerfor F#; RCF supports functional programming a la ML and 
Haskell, concurrency in the style of process calculus, and refinement types allowing 
correctness properties to be stated in style of dependent type theory.

We will examine a diverse (but hardly exhaustive) range of problems in the area of 
programming datacentres: cryptographic security protocols, language-based access 
control, and the assembly and management of software components such as VMs



V for Virtual

Declarative Datacentres, Part 1



VIRTUALIZATION:
WHAT AND WHY?



What is a Virtual Machine?

ÅA virtual machine monitor (VMM) contains one or more VMs

ÅEach VM runs a guest OS, which itself runs applications

ÅThe VMM may run under a host OS, or on the bare machine

ά! ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜ ƛǎ ŀƴ ŜŦŦƛŎƛŜƴǘΣ ƛǎƻƭŀǘŜŘ ŘǳǇƭƛŎŀǘŜ ƻŦ 
ǘƘŜ ǊŜŀƭ ƳŀŎƘƛƴŜέ όPopekand Goldberg, CACM 1974)



Why
Virtualize?

Comparison with     
Real Machines

ωBetter hardware utilization

ωBetter application isolation

ωFaster provisioning

ωPoorer performance

Applications of 
Virtualization

ωServer (or client) consolidation

ωDevelopment and test

ωLegacy applications

ωTrainingand demos

ωSecurity



²Ƙŀǘ LǎΣ ŀƴŘ LǎƴΩǘΣ ŀ ±aaΚ

ÅEfficient:An overwhelming majority of guest instructions are 
executed by the hardware without VMM intervention

ÅDuplicate: Software on the VMM executes identically(*) to its 
execution on hardware, barring timing effects

Å Isolated: The VMM manages all hardware resources

ÅNon-examples:
ïLanguage-based VMs eg{ǳƴΩǎ W±a ƻǊ aƛŎǊƻǎƻŦǘΩǎ /[w

ïHardware emulators egVirtual PC on Macs with PowerPC hardware

G. Popekand R. P. Goldberg (1974). Formal requirements for 
virtualizable third generation architectures.  CACM 17(7):412-421.

K. Adams and O. Ageson(2006). A comparison of software and 
hardware techniques for x86 virtualizationΦ  !{t[h{ΩлсΦ



HOW VIRTUALIZATION WORKS



Computer

Operating System Kernel

Application Process

{¸{ ǇǊƛƴǘ άIŜƭƭƻ ǿƻǊƭŘΗέ                 tw¢ άIŜƭƭƻ ǿƻǊƭŘΗέ 

tw¢ άIŜƭƭƻ ǿƻǊƭŘΗέ                         Terminate process

Printer
Hello World!

How an Operating System Works

CPU state: registers (egM is user or kernel mode), ...

trap

trap



Computer

Virtual Machine Monitor (VMM)

Operating System Kernel

Printer
Hello World!

How Classic Virtualization Works

Application Process
{¸{ ǇǊƛƴǘ άIŜƭƭƻ ǿƻǊƭŘΗέ             tw¢ άIŜƭƭƻ ǿƻǊƭŘΗέ

ƳҐƪŜǊƴŜƭΤ                       ƛŦ όƳҐҐƪŜǊƴŜƭύ tw¢ άIŜƭƭƻ ǿƻǊƭŘΗέ
emulate system call        else emulate trap to kernel

Shadow state: m=user, ...

Real CPU state: registers (egM is user or kernel mode), ...



But x86 is Not Classically Virtualizable

Å In a classically virtualizable architecture, all instructions that 
access privileged state can be set to trap if run in user mode

Å In x86, instructions can access privileged state in user mode 
without trapping
ïFor example, in kernel mode popf modifies the interrupt-related IF 

flag; in user mode, modifications to IF are suppressed, with no trap

ÅHence, VMMs for x86 rely on binary translation (BT)
ïTo run kernel mode guest code, the VMM inserts additional 

instructions to emulate the kernel mode behaviour in user mode

ïpopf turns into a short instruction sequence to access shadow state

Å{ƛƴŎŜ нллрΣ !a5Ωǎ {±a ϧ LƴǘŜƭΩǎ ±¢ ǇǊƻǾƛŘŜ ƘŀǊŘǿŀǊŜ ǎǳǇǇƻǊǘ

J.S. Robin and C.E. Irvine (2000). Analysis of the Intel Pentium's ability to 
support a secure virtual machine monitor. In 9th USENIX Security Symposium.



Computer 

Virtual Machine Monitor (VMM)

The Computer is the Network



SERVICE COMBINATORS FOR 
FARMING VIRTUAL MACHINES

An ambient calculus guy programs some real virtual machines

Joint work with KarthikeyanBhargavan and ImanNarasamdya



A Programming Problem

ÅAs input, we are given:
ïDisk images for each server role in a multi-tier website

ïAddresses for external services we depend upon

ïAddresses for the services we are to export

ÅA human operator could run this application by:
ïProvisioning  (virtual) machines

ïConfiguring machines with suitable addresses

ïMonitoring the machines and taking remedial actions

ÅThe problem is to automate these tasks as operations logic
ïThe standard solution is to use low-level scripting

ïOur solution (Baltic) is to use functional programming (F#, a dialect of 
ML), and write code to manipulate abstract states of the application



Abstract States are Call Graphs

let ei = importPayment1 ()
let (vm1,e1) = createOrderProcessingRole ()
let (vm2,e2) = createOrderEntryRole ei e1
let () = exportOrderEntry e2



VMM

Baltic Process

Operations Logic 
(F#)

Concrete Implementation

let ei = importPayment1 ()

let (vm1,e1) = 
createOrderProcessingRole ()

let (vm2,e2) = 
createOrderEntryRole ei e1

let () = exportOrderEntry e2

Proc
W2K3

Order
W2K3

Import
Forwarder

Export 
Forwarder

Physical Server

Remote 
Payment 
Service

Management

Dataflow

VM

VM
Remote

(OrderEntry) 
Clients

Remote
(OrderEntry) 

Clients

Remote
(OrderEntry) 

Clients



4 VMs, VMM, Baltic, External Client



States Evolve in Response to Events

Overloaded!

Crashed!



Abstract States are Well-Typed

EndPoint<Order,string>

EndPoint<Order,string>

EndPoint<Order,void>

EndPoint<Payment,string>

Disk images become typed functions:

EndPoint<Order,string>
createOrderEntryRole 
(EndPoint<Payment,string> ep1,
EndPoint<Order,void>  ep2)

EndPoint<Order,void>
createOrderProcessingRole ()



An Executable Formal Semantics

ÅWe build a process model of a Baltic script in terms of 
a typed, concurrent, partitioned, lambda calculus

ÅTo model VMs, processes look like: a1[P1]|...| an[Pn] | Q

ïwhere P1,...,Pn , Q are expressions in the calculus

ÅTo model VM snapshots, we allow partitions [P] as values

ÅWe can execute this model to generate symbolic traces and 
pictorial call graphs, for debugging 

ÅWe prove that  (1) well-typed programs map to well-typed 
processes, and (2) process computation preserves typing

ÅWell-typed processes never send ill-formed messages; 
hence, typing stops (some) interconnection errors



Baltic ςSummary 

ÅVarious trends are turning datacentre management into a 
programming problem

ÅHow to code business logic is well understood, but how to 
code operations logic is becoming a Hot Topic

ÅWe explore a typed approach to operations logic within a 
functional language (F#, a dialect of ML)

ÅAs a first study, we focus on managing the operations of 
service-oriented virtual machineson a single host

ÅWe develop the design, implementation, and formal 
semantics for a call-graph-based management API

ÅBy assigning function types to whole disk images, we catch 
some errors statically, but much more could be done...



REVOLUTION



Renting VMs over the Web







Global Computer ςgrid of geo-distributed data centres

Operating System ςTBD 

Search

Stored-Program Global Computers

Å EC2 is imperfect, has research precursorsΣ ōǳǘ ŦǊƻƳ ŀ ǳǎŜǊ ǇŜǊǎǇŜŎǘƛǾŜ ƛǘΩǎ 
revolutionaryςusers can run their ownprograms in the cloud ςegHadoop

Å Like the 1940s, transition from fixed-program to stored-program computers

Å We know the basic parts (egVMs), but what are the OSs, the languages?

Å What do we need to enable a single coder to write a global app?

Å This is a Hot Questionin industry today, and platforms like EC2 allow any grad 
student to have a go at implementing an answer

Mail

Social Network Your idea goes here



Resources for Part 1

ÅHypervisor verification research at Saarbruecken
http://www.microsoft.com/emic/verisoft.mspx

ÅMicrosoft Virtual Server (free download) 
http://www.microsoft.com/windowsserversystem/virtualserver/

ÅAmazon EC2 (VMs at 10c per instance per hour)                                              
http://aws.amazon.com/ec2

ÅWŀƳŜǎ IŀƳƛƭǘƻƴΩǎ ǊŜŎŜƴǘ ǘŀƭƪǎ όǎƻǳǊŎŜ ƻŦ Ƴȅ ŘŀǘŀŎŜƴǘǊŜ ǇƛŎǘǳǊŜύ 
http://research.microsoft.com/~jamesrh/

http://www.microsoft.com/emic/verisoft.mspx
http://www.microsoft.com/windowsserversystem/virtualserver/
http://aws.amazon.com/ec2
http://research.microsoft.com/~jamesrh/
http://research.microsoft.com/~jamesrh/
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A Concurrent l-Calculus  
with Refinement types

Declarative Datacentres, Part 2
Based on joint work with JesperBengtson, Karthikeyan

Bhargavan, CédricFournet, and Sergio Maffeis



Why Study this Calculus?
ÅRCF is an assembly of standard parts, generalizing some ad hoc 

constructions in language-based security
ïFPC(Plotkin1985, Gunter 1992) ςcore of ML and Haskell

ïConcurrency in style of thepi-calculus (Milner, Parrow, Walker 1989) but 
for a lambda-calculus (like 80s languages PFL, Poly/ML, CML)

ïFormal crypto is derivable by coding up seals(Morris 1973, Sumii and 
Pierce 2002), not primitive as in egspicalculus(Abadi and Gordon, 1997)

ïSecurity specs via assume/assert(Floyd, Hoare, Dijkstra1970s), 
generalizing egcorrespondences (Woo and Lam 1992)

ïTo check assertions statically, rely on dependent functions and pairs with 
subtyping(Cardelli 1988) and refinement types (Pfenning1992, ...)  aka 
predicate subtyping(as in PVS, and more recently Russell)

ïPublic/tainted kinds to track data that may flow to or from the opponent, 
as in Cryptyc(Gordon, Jeffrey 2002)

ÅFor experiment, there is a downloadable implementation F7



RCF PART 1:
SYNTAX AND SEMANTICS



















FUNCTIONAL PROGRAMMING
AND CONCURRENCY



Assume and Assert

ÅSuppose there is a global set of formulas, the log

ÅTo evaluate assumeC, add Cto the log, and return ().

ÅTo evaluate assertC, return ().
ï If Clogically follows from the logged formulas, we say the assertion 

succeeds; otherwise, we say the assertion fails.  

ïThe log is only for specification purposes; it does not affect execution

ÅassumeFoo(); assertBar(); assumeFoo()ÝBar(); assertBar()

ÅOur use of first-order logic predicates (like Foo()) generalizes 
conventional assertions (like asserti>0 in egJML, Spec#)
ïSuch predicates usefully represent security-related concepts like roles, 

permissions, events, compromises
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APPLICATION OF RCF:
ACCESS CONTROL BY TYPING



Motivating Example: Access Control

ÅExample: untrusted
code calling into a 
trusted library

ÅTrusted code 
expresses security 
policy with assumes 
and asserts

ÅEvery policy violation 
causes an assertion 
failure

Å Idea: rule out 
assertion failures 
statically



Logging Dynamic Events

ÅSecurity policies 
often stated in 
terms of dynamic 
events such as role 
activations or data 
checks

ÅWe mark such 
events by adding 
formulas to the log 
with assume



Access Control by Typing

ÅPreconditions express access control requirements

ÅPostconditionsexpress results of validation

ÅWe typecheckpartially trusted code to guarantee all 
preconditions (and hence all asserts) hold at run time

ÅTo do so, we have an enhanced function type:
ï (x1: T1) {C1} ­ (x2:T2) {C2}

ï In RCF, these boil down to dependent functions plus refinement types

ÅRelated work: egtypes for stack inspection (Pottier, Skalka, 
Smith), Aura (Zdancevicet al)



RCF PART 2:
TYPES FOR SAFETY





Three Steps Toward Safety by Typing

1. We include refinement types {x : T | C}, whose values are 
those of T that satisfy C

2. To exploit refinements, we add a judgment E| - C, meaning 
that Cfollows from the refinement types in E

3. To manage refinement formulas, we need (1) dependent 
versions of the function and pair types, and (2) subtyping






